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Data Privacy: ε-Differential Privacy [Dwork et al., 2014]

Information in input/database becomes private if it is
indistinguishable from the output of a query/algorithm.

P(A(DB + my data) = O)

P(A(DB) = O)
≤ eε −→ ε−DP

Image Courtesy: www.winton.com
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What are We Proposing?

ε-Differential privacy is the worst-case privacy guarantee.

We propose Privacy at Risk that

1. provides probabilistic bounds on the privacy guarantee of
differential privacy, and

2. the probabilistic bound quantifies various sources of
randomness.

The privacy guarantee ε is too abstract to be actionable.

We propose a cost model that translates the abstract privacy
guarantee to a compensation budget estimated by a GDPR
compliant business entity.
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Privacy at risk: Definition

Privacy at Risk (PaR)1

P [Algorithm A satisfies ε-DP] ≥ 1− PaR

P
[

log

∣∣∣∣P(A(DB + my data) = O)

P(A(DB) = O)

∣∣∣∣ ≤ ε] ≥ 1− γ

Computing Privacy at Risk (γ) requires quantification of:

1. Implicit randomness of data generating distribution or limited
access to it,

2. Explicit randomness induced by the privacy preserving
algorithm.

1Risk analysts use Value at Risk [Jorion, 2000] to quantify the loss in
investments for a given portfolio and an acceptable confidence bound.
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Privacy at risk: Properties

Post-processing

Privacy at risk guarantee does not stay the same after the
privatised output is further processed.

Weak Post-processing

An algorithm satisfying (ε, γ)-privacy at risk will satisfy
(ε, γ)-approximate DP after processing of its output.

Convexity

An algorithm satisfies (λε1 + (1− λ)ε2, pγ1 + (1− p)γ2) PaR,
if it chooses the outputs of A1 with (ε1, γ1) PaR and A2 with
(ε2, γ2) PaR with probability p and 1− p.
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Composition of Privacy at Risk and Efficient
Moment Accounting

Theorem: Applying an algorithm satisfying ε0-DP and (ε, γ)-PaR
for n times will satisfy (ε′, δ)-approximate DP, such that

ε′ = ε0

√
2n ln

1

δ
+ nµ(γ, ε, ε0).

Application: We verify efficiency of composing PaR by using it for
moment accounting in PATE framework.

δ #Queries Privacy level for moment accountant(ε)

with differential privacy with privacy at risk

10−5 100 2.04 1.81
10−5 1000 8.03 5.95
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Computation of privacy at risk

Explicit randomness

Source: the noise distribution of the privacy-preserving mechanism.

Probabilistic differential privacy [Machanavajjhala et al., 2008]

Implicit randomness

Source: the data-generation distribution and limited access to it.

Random differential privacy [Hall et al., 2012]
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Privacy at risk for Laplace mechanism

Laplace mechanism [Dwork et al., 2014]

noisy output← f (DB) + Lap

(
0, 2

(
∆f
ε0

)2
)

Source(s) of
randomness

Analytical result Contribution

Laplace distribution
Closed form solution

(Theorem 4.1)
Overlap of output distribution
under the sensitivity constraint.

Data-generation
distribution

Upper bound on the
confidence level
(Theorem 4.2)

Sensitivity estimation using
samples from data-generation
distribution.

Laplace distribution
+

data-generation
distribution

Upper bound on the
confidence level
(Theorem 4.4)

Overlap of output distribution
under the estimated sensitivity
constraint.

Privacy at risk Privacy at risk: Laplace Mechanism 8 / 16



A sample result: Explicit Randomness

Privacy at risk level γ1 ∈ [0, 1] with which a Laplace Mechanism
L∆f
ε0

satisfies a privacy level ε ≥ 0 for a query f is

γ1 =
P(T ≤ ε|T ∼ BesselK

(
k , ∆f

ε0

)
)

P(T ≤ ε0|T ∼ BesselK
(
k , ∆f

ε0

)
)
.
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Choosing an ε: Privacy-utility trade-off

We run differentially private ridge regression on 2000 US Census
dataset.

The privacy-utility plot navigates a data steward to choose a
privacy level ε based on the utility requirements.
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Can we make ε any less abstract?

We assume that the compensation budget secured by a GDPR
compliant business entity is directly dependent on the DP
guarantee provided by the business entity while processing the data.
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An economic translation of privacy guarantee

Compensation budgets per stakeholder

E ← in absence of privacy
Edp
ε ← under ε-DP

Epar
ε0 (ε, γ)← under (ε, γ)-PaR satisfied by an ε0-DP mechanism

Properties of a cost model

I For all ε ∈ R≥0, Edp
ε ≤ E .

I As ε→ 0, Edp
ε → 0.

I As ε→∞, Edp
ε → E .

I Edp
ε is a monotonically increasing function of ε.
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An economic translation of privacy guarantee

Cost model for ε-differential privacy

Edp
ε , Ee−

c
ε

Cost model for (ε, γ)-privacy at risk

Epar
ε0

(ε, γ) , γEdp
ε + (1− γ)Edp

ε0
← Convex function!

Minimal privacy budget

There exists a privacy at risk level (ε∗, γ∗) for a specified
ε0-differentially private mechanism that yields the smallest
compensation budget!
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An illustration of the economic model

Case study: Obesity related data breach in an organisation

E ← $5500, which is average increment in the premiums for health
insurances with morbid obesity [Moriarty et al., 2012].
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Savings = $36628.54
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Privacy at Risk:
Probabilistic Privacy Guarantee
P [Algorithm π satisfies ε-DP] ≥ 1− PaR

Explicit Randomness

noisy output← A(DB) + Lap

(
0, 2

(
∆f
ε0

)2
) Implicit Randomness

estimated sensitivity← upper bound on sensitivity

from n data samples

A Convex Cost Model
COST (ε|PaR) , PaR× COST (ε0|0)

+ (1− PaR)× COST (ε|0)

Minimum Privacy Budget
(COST∗, ε∗,PaR∗)

0Longer paper: https://arxiv.org/abs/2003.00973
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A means to bound the epsilon!

Suppose that we have a maximum permissible expected mean
absolute error T .

1

T
≤ ε ≤

[
ln

(
γE

B − (1− γ)Edp
ε0

)]−1

(1)

Privacy at risk References 16 / 16


	Introduction
	Privacy at Risk
	Privacy at risk: Laplace Mechanism
	Cost model
	Conclusion
	References

