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Data Publishing

� Extraordinary amount and quality of data captured and owned
by companies, research institutions, government, individuals

� Huge number of applications could benefit of data sharing:
� Scientific research
� Social studies
� Market research

� Potentially financial incentive: the data can be sold
� Some of these datasets have nothing to do about individual

human beings (e.g., data on particle detection in a particle
accelerator), but many contain personal information
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Personal and Sensitive Data
� A dataset related to persons typically contains:

Personally identifying information: Information that can be used
(more or less easily) to identify a specific person: full
names, email addresses, social security numbers, IP
addresses, precise address, etc.

Sensitive data: Data that is not publicly attached to a person, that
this person may not want to be released (medical
data, shopping history, and other consumer habits,
personal communications, etc.)

Other data: neither sensitive, not directly identifying (but see
later)

� Depending on the context, some information (e.g., telephone
number) may be personally identifying, sensitive, or neither

� Clearly, one does not want to release sensitive data attached to
personally identifying information
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First Idea: Pseudonymization

� Replace all information that is potentially personally
identifying with pseudonyms (e.g., encrypted information,
sequentially or randomly generated identifiers)

� Release the resulting dataset
� Usually, the institution that produces the dataset may want to

keep the mapping between pseudonyms and personal
information
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The Problem with Pseudonymization

Seemingly benign, non personally identifying information, may end
up being usable to reidentify pseudonyms, especially when
combined.
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Governor Weld’s Case (1/3)

10

Governor Weld’s Case I

In 2002, Sweeney accessed two datasets [46]:

I The Massachussets Group Insurance Commission (GIC):

I collected health and demographic data of 135 000 state
employees and families

I produced a copy of the data for research purposes
I Believed to be safe: names and social security numbers had

been removed

I The voter list of Cambridge Massachussets (two diskettes,
$20): demographic data and names;
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11

Governor Weld’s Case II

Figure: Medical JOIN Voter ON (zip, DoB, sex)

A straightforward disclosure

I Governor Weld lived in Cambridge and was part of the GIC
dataset;

I In the voter list: 6 individuals had his birthdate, 3 of them
were men, only one had Weld’s zipcode;
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Governor Weld’s Case (3/3)

12

Pseudonymity is not Enough

Publishing data while only removing direct identifiers, e.g., name,
address, from data (aka pseudonymity) may be harmful not only
for Governor Weld !

Simple Demographic Data is Identifying for Many Persons

The majority of the US population is unique wrt {zip code, DoB,
sex} [45, 22].
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AOL Query Set (1/2)

28

Thelma Arnold’s Case I

In 2006, AOL releases a list of web search queries [5]:

I 20 million search queries

I issued by 658.000 unnamed users

AnonID Query QueryTime

1326 “holiday mansion houseboat” 2006-03-29
1326 “back to the future” 2006-04-01

591476 “english spanish translator” 2006-03-20
591476 “panama vacations” 2006-03-20
591476 “breast reduction” 2006-03-23
591476 “volunteer work at hospitals in brooklyn” 2006-05-24
591476 ... ...
591476 “how to secretly poison your ex” 2006-03-12
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AOL Query Set (2/2)

29

Thelma Arnold’s Case II

And especially:

AnonID Query

4417749 people with last name “Arnold”
4417749 “landscapers in Lilburn,Ga”
4417749 “60 single men”
4417749 “dog that urinates on everything”
4417749 dog-related queries

⇒ A few days after: Thelma Arnold is identified [6]. . . and AOL removes hastily the
dataset from its website.
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Tinder and Facebook

Tinder interests coming from Facebook. What could go wrong
with this?
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General Data Protection Regulation

� EU Regulation 2016/679
� Regulates the use of personal data in the EU
� Applies to every processing of personal data of an EU

resident, even by companies not resident in the EU
� In France, completes the historical law on “Informatique et

liberté” from 1978, which was revised to implement the
GDPR in 2019; data protection office: CNIL
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Article 4
For the purposes of this Regulation:

� ’personal data’ means any information relating to an identified or
identifiable natural person (‘data subject’); an identifiable natural person
is one who can be identified, directly or indirectly, in particular by
reference to an identifier such as a name, an identification number,
location data, an online identifier or to one or more factors specific to the
physical, physiological, genetic, mental, economic, cultural or social
identity of that natural person;

� (...)
� ‘pseudonymisation’ means the processing of personal data in such a

manner that the personal data can no longer be attributed to a specific
data subject without the use of additional information, provided that such
additional information is kept separately and is subject to technical and
organisational measures to ensure that the personal data are not
attributed to an identified or identifiable natural person;

� (...)



18/59

Context Privacy Models for Data Publishing Conclusion

Recital 26
The principles of data protection should apply to any information concerning
an identified or identifiable natural person.
Personal data which have undergone pseudonymisation, which could be
attributed to a natural person by the use of additional information should be
considered to be information on an identifiable natural person.
To determine whether a natural person is identifiable, account should be taken
of all the means reasonably likely to be used, such as singling out, either by the
controller or by another person to identify the natural person directly or
indirectly.
To ascertain whether means are reasonably likely to be used to identify the
natural person, account should be taken of all objective factors, such as the
costs of and the amount of time required for identification, taking into
consideration the available technology at the time of the processing and
technological developments.
The principles of data protection should therefore not apply to anonymous
information, namely information which does not relate to an identified or
identifiable natural person or to personal data rendered anonymous in such a
manner that the data subject is not or no longer identifiable.
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Article 6
Processing shall be lawful only if and to the extent that at least one of the
following applies:

� the data subject has given consent to the processing of his or her personal
data for one or more specific purposes;

� processing is necessary for the performance of a contract to which the
data subject is party or in order to take steps at the request of the data
subject prior to entering into a contract;

� processing is necessary for compliance with a legal obligation to which the
controller is subject;

� processing is necessary in order to protect the vital interests of the data
subject or of another natural person;

� processing is necessary for the performance of a task carried out in the
public interest or in the exercise of official authority vested in the
controller;

� processing is necessary for the purposes of the legitimate interests
pursued by the controller or by a third party, except where such interests
are overridden by the interests or fundamental rights and freedoms of the
data subject which require protection of personal data (...)
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Model (1/2)

13

k-Anonymity : Assumptions I

I Considers that individuals’ data is made of :
I Identifying attributes, or ID: identify uniquely each individual

(e.g., 〈SSN〉);
I Quasi-Identifying attributes, or QID: may identify uniquely

some individuals (e.g., 〈 Zip, DoB〉);
I Sensitive attributes, or SD: sensitive data, e.g., 〈 Disease 〉;
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Model (2/2)

14

k-Anonymity : Assumptions II

Figure: Quasi-identifiers and sensitive data in Gov. Weld’s case
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k-Anonymity Model (1/5)

15

k-Anonymity: the Model I

Warning

We consider in this talk that each individual has a single record in
the DB.



25/59

Context Privacy Models for Data Publishing Conclusion

k-Anonymity Model (2/5)

16

k-Anonymity: the Model II

A release is k-anonymous [46] if:

I It does not contain any direct identifier

I The QID of each record has been made indistinguishable from
at least (k − 1) others

⇒ Each sensitive data is within a group that corresponds to at
least k QID.
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k-Anonymity Model (3/5)

17

k-Anonymity: the Model III

Name Zip Age Dis.

Bob 75001 22 Cold
Bill 75002 29 Flu
Don 75003 22 Cold
Sue 75010 28 HIV

Table: Raw data (e.g., GIC medical data).

Zip Age Dis.

[75001, 75002] [22, 29] Cold
[75001, 75002] [22, 29] Flu
[75003, 75010] [22, 29] Cold
[75003, 75010] [22, 29] HIV

Table: A possible 2-Anonymous Release of the raw data.
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k-Anonymity Model (4/5)

18

k-Anonymity: the Model IV

Name Zip Age

Bob 75001 22

Zip Age Dis.

[75001, 75002] [22, 29] Cold
[75001, 75002] [22, 29] Flu
[75003, 75010] [22, 29] Cold
[75003, 75010] [22, 29] HIV

Table: Left: External knowledge made of a known QID (e.g., voter list).
Right: A possible 2-Anonymous release of the raw data.

⇒ Joins on QID are now ambiguous: what is Bob’s disease?
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k-Anonymity Model (5/5)

19

k-Anonymity: the Model V

Vocabulary

I Equivalence class: A group of records indistinguishable wrt
their QID

I Sanitized release: the set of equivalence classes finally
published
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Achieving k-Anonymity

� Generalizing attribute values:
� Range for numerical attributes
� Supercategory for categorical attributes
� “Wildcard value”

� Deleting tuples
� Adding new tuples
� Changing attribute values
� Every such modification affects the utility of the dataset; also,

truthfulness of modifications in question
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Optimal k-Anonymization

Simple model: only modification allowed is replacing QID values
with wildcards.

Theorem ([39])
Achieving k-anonymity with minimal wildcard replacements is
NP-hard for k � 3.

Proof.
By reduction from k-dimensional perfect matching.
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Mondrian (1/6)

20

Mondrian : A Simple Algorithm for Achieving k-Anonymity
I

I Goal: form equivalence classes that span at least k similar
QID values

I How? Greedily !
I Starts with one partition of the dataset containing all the

records
I Recursively partitions it into smaller and smaller partitions
I Finally replace the QID value of each record by the range of its

partition
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Mondrian (2/6)

21

Mondrian : A Simple Algorithm for Achieving k-Anonymity
II

Algorithm 1: MondrianAnonymize

input : A partition P to split
output: A set of partitions, each containing between k and 2k − 1

tuples
1 if no allowable multidimensional cut for partition then return P ;
2 else
3 dim ← chooseDimension();
4 fs ← frequencySet(P, dim);
5 splitVal ← findMedian(fs);
6 L ← {t ∈ P : t.dim ≤ splitVal };
7 R ← {t ∈ P : t.dim > splitVal };
8 return MondrianAnonymize(L) ∪ MondrianAnonymize(R)



33/59

Context Privacy Models for Data Publishing Conclusion

Mondrian (3/6)

22

Mondrian : A Simple Algorithm for Achieving k-Anonymity
III

MondrianAnonymize internal calls:

I chooseDimension: choose the dimension in which to split
(usually the widest one);

I frequencySet: set of unique values taken by the tuples for
the chosen dimension, each paired with the number of times it
appears;

I findMedian: find the median;
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Mondrian (4/6)

23

Mondrian Illustrated

22

EC2

7500275001 75003 75010

Zip

EC1

Age

29

28
EC1

EC2

Diag.Zip Age

HIV
Cold

Cold
Flu

[75003, 75010] [22, 29]

[75001, 75002] [22, 29]

Sanitized Release

Diag.

22

22

Age

Cold

Cold
HIV

75001 
75002
75003
75010

Zip

Flu29

28

Dataset

QI SD

Eq. Classes

Form the 

2−anonymous Eq. Classes

In this example, we want 2-Anonymity (at least two records per
class).
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Mondrian (5/6)

24

Mondrian, for Real I

Actually, Mr Mondrian was a painter !

Figure: Composition en rouge, jaune, bleu et noir. Mondrian. 1926
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Mondrian (6/6)

25

Mondrian, for Real II

And a MondrianAnonymize partitioning may look like this :

Figure: Example of a Mondrian partitioning [34] (synthetic data, 1000
tuples, k=25, normal distribution).
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Privacy Paradigm

26

Components of a Privacy-preserving Data Publishing
Solution

Three essential components exhibited by the k-Anonymity research
track:

1. Privacy model: What does it mean for the data released to
be privacy-preserving? Ex.: k-Anonymity.

2. Privacy algorithm: How to produce the privacy-preserving
dataset to be released? Ex.: Mondrian.

3. Utility metric: How much useful is the released data? Ex.:
low number of generalizations.

Pseudonymity does not work ⇒ Which component(s) does it miss?
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Defects of k-Anonymity

31

Some Defects of k-Anonymity

Name Zip Age

Bob 75001 22

Zip Age Dis.

[75001, 75002] [22, 29] Cold
[75001, 75002] [22, 29] Flu
[75003, 75010] [22, 29] Cold
[75003, 75010] [22, 29] HIV

Table: Attack considered by k-Anonymity. Left: External knowledge made
of a known QID (e.g., voter list). Right: A possible 2-Anonymous release.

1. Homogeneity: What if all the SD of the QI of an equivalence
class are identical?

2. Background knowledge: What if the adversary knows that
his victim is more or less likely to have a given sensitive data?

⇒ Motivate the l-Diversity model
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Intuition (1/2)

32

Foundation: the Bayes-Optimal Privacy Model I

Founding intuition

Background knowledge about SD should be expressed and taken
into account by the privacy model.

The Bayes-Optimal Privacy model [37] is an early attempt to
this end (2006):

I Background knowledge: joint distribution between QI and
SD

I Prior belief: given a targeted QI q and a SD s, probability of
s given q

I Posterior belief: given a targeted QI q, a SD s, and the
sanitized release V, probability of s given q and V

I Privacy breach: if distance(posterior belief, prior belief) > θ
(too much gain in knowledge)
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Intuition (2/2)

33

Foundation: the Bayes-Optimal Privacy Model II

The intuition behind THIS definition of a privacy breach is a way
to envision privacy (also called a paradigm in these slides) !

Paradigm#1: Uninformative Principle [37]

A privacy breach occurs when the prior belief of the adversary
differs significantly from his posterior belief.

“If the release of the statistics S make it possible to determine
the value Dk more accurately than is possible without access to
S, disclosure has taken place (. . . )”
Dalenius 1977 [12]
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Formalization (1/3)

61

Formalizing the Bayes-Optimal Model I

I Background knowledge: joint distribution between
quasi-identifiers and sensitive data : f (s, q).

Prior belief
Given a target QI q (the victim) and a sensivite data s :

α(q, s) = Prf (s|q) =
f (s, q)∑

s′∈SD f (s ′, q)
(1)
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Formalization (2/3)

62

Formalizing the Bayes-Optimal Model II

I Let V be the sanitized release

I Let q? be the QI of the equivalence class that contains q

I Let n(q?, s) be the number of tuples 〈q?, s〉 in V;

I Let f (s|q?) be the conditional probability that s be associated
to the QIs that have been generalized to q?;

Posterior belief
Given a target QI q, a sensitive data s, and the release V:

β(q, s,V) = Pr(s|q ∧ V) =
n(q?, s) f (s|q)

f (s|q?)∑
s′∈SD n(q?, s ′) f (s′|q)

f (s′|q?)

(2)

(proof in [37])
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Formalization (3/3)

63

Formalizing the Bayes-Optimal Model III

A sanitized release V satisfies Bayes-Optimal Privacy if:

∀q ∈ QI , s ∈ SD, abs(α(q, s)− β(q, s,V)) < τ (3)

where abs returns the absolute value of its argument and τ is the
user-defined threshold over the adversarial knowledge gain.
Note: alternative definitions exist [37].
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Example (1/6)

64

Example I

Let the adversary’s background knowledge about Don be:

f (〈 qDon,Cold〉) = 0.1 α(qDon,Cold) =??
f (〈qDon,Flu〉) = 0.01 α(qDon,Flu) =??
f (〈qDon,HIV 〉) = 0.14 α(qDon,HIV ) =??

What is his prior belief about Don ?
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Example (2/6)

65

Example II

Answer:
f (〈 qDon,Cold〉) = 0.1 α(qDon,Cold) = 0.1/0.25 = 0.4
f (〈qDon,Flu〉) = 0.01 α(qDon,Flu) = 0.01/0.25 = 0.04
f (〈qDon,HIV 〉) = 0.14 α(qDon,HIV ) = 0.14/0.25 = 0.56
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Example (3/6)

66

Example III

Let the adversary’s background knowledge about any individual
other than Don be:

f (〈 qi ,Cold〉) = 0.083 α(qi ,Cold) =??
f (〈qi ,Flu〉) = 0.083 α(qi ,Flu) =??
f (〈qi ,HIV 〉) = 0.083 α(qi ,HIV ) =??

What is his prior belief about any other individual ?
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Example (4/6)

67

Example IV

Answer:
f (〈 qi ,Cold〉) = 0.083 α(qi ,Cold) = 0.083/0.25 = 0.33
f (〈qi ,Flu〉) = 0.083 α(qi ,Flu) = 0.083/0.25 = 0.33
f (〈qi ,HIV 〉) = 0.083 α(qi ,HIV ) = 0.083/0.25 = 0.33
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Example (5/6)

68

Example V

Let V be the 2-anonymous release:
Zip Age Dis.

[75001, 75002] [22, 29] Cold
[75001, 75002] [22, 29] Flu
[75003, 75010] [22, 29] Cold
[75003, 75010] [22, 29] HIV

Recall that qDon = 〈75003, 22〉 and is known by the adversary.

What is his posterior belief about Don ?
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Example (6/6)

69

Example VI

Answer:

In the above release, q?Don = 〈[75003, 75010], [22, 29]〉.
Then, the adversary’s posterior belief about Don is:

β(qDon,Flu,V) =
0∗ 0.04

0.37

1.18 = 0

β(qDon,Cold ,V) =
1∗ 0.4

0.73

1.18 = 0.46

β(qDon,HIV ,V) =
1∗ 0.56

0.89

1.18 = 0.54
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Impractical Model

34

Bayes-Optimal Privacy : Impractical

If Bayes-Optimal Privacy were practical, it could permit to
check that releases do not allow significant knowledge gains. . .

But :

I Obtaining the joint distribution f that represents the
adversarial background knowledge ?

I What if there are several adversaries ?

I What about other kinds of knowledge ?

I Cost of checking all the possible (q, s) pair !
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l -Diversity (1/3)

35

l-Diversity I

l-Diversity: a simple and easy-to-check condition for protecting
against SD homogeneity and adversarial negation statements.
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l -Diversity (2/3)

36

l-Diversity II

l -Diversity
An l-diverse equivalence class contains at least l well-represented
sensitive values.
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l -Diversity (3/3)

37

l-Diversity III

“Well-represented” can be instantiated in many ways, among
which:

I Naive l-Diversity : at least l distinct values appear ;

I Entropy l-Diversity: the entropy of the set of SD in each
equivalence class should be at least log l ;

I Recursive (c , l)-Diversity: if the most frequent SD in a
class is not much more frequent than the other SD of the class

I (Put your idea here)-Diversity
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Beyond l -Diversity: Partition-Based Models

38

The Family of Partition-Based Models and Algorithms

Many followers, based on producing equivalence classes by
generalizing the QID.

Gave rise to the family of partition-based approaches :

1. Remove the ID attribute(s)

2. Form groups of records (partitions) according to the values of
QID and SD of the actual records

3. And finally disclose information (statistics such as min/max)
at the group level.
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Weaknesses of Partition-Based Models

39

Weaknesses

I Proposal (year n) → Attack or limit + fix (year n + 1)
I Various severe attacks/limits exist:

I No composability: intersecting the respective sets of QID and
of SD of two non-disjoint k-Anonymous releases may break
k-Anonymity [50]

I Leaks in the execution sequences (for optimality) :
execution sequence depends on data ⇒ minimality attacks [48]

I Naive adversarial reasonning models : adversarial
correlections between the QID and SD values of an equivalence
class ignore the other classes ⇒ Model the correlations
between QID and SD values, in all the classes, by a bayesian
network with probabilistic parameters (aka deFinetti attacks)
[28]

I Numerous possible types of background knowledge :
negation statements [37], distribution of SD in the dataset
[35], joint distribution between QID and SD [36, 37], logical
sentences [11, 38], etc.

⇒ Is pursuing this cycle worth ?



58/59

Context Privacy Models for Data Publishing Conclusion

Plan

Context

Privacy Models for Data Publishing

Conclusion



59/59

Context Privacy Models for Data Publishing Conclusion

In Brief

� (Moral and legal) necessity to not disclose any sensitive data
when publishing datasets involving personal information

� Pseudonymization is not good enough; de-identification
possible

� Much research about how to fix this, starting with
k-anonymity

� But except maybe in very specific circumstances (perfect
understanding of the background knowledge), the entire
approach seems flawed (endless cycle of attacks and fixes,
lack of composability, etc.)

� Giving up on privacy-preserving data publishing, and moving
to privacy-preserving querying of datasets
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