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@ Introduction

Basics iistributed Storage

Context, Motivation & Applications
The world of DHTSs
Dynamo &BigTable




@ Special Purpose Databases

A Traditional databases are usualli:purpose
systems

ie.g. DB2, Oracle, MySQL

I Theoreticallygeneral purpose DBrovide all features
to develop any data driven application

I Powerful query languages

ASQL, can be used topdate andquery data; eververy
complex analytical queries possible

I Expressive data model ORACLE
AMost data modeling needs can be served%
by therelational model m

MySal:
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@ Special Purpose Databases

I Full transaction support

ATransactions are gua_uf
I 1.e.ACID transactiorproperties

I System durability and security

A Database servers aresilient to failures
I Log files are continuously written
» Transactions running during a failure canovered
I Most databases have support for const@atkup
» Even severe failures can be recovered from backups
i Most dat abdetstandoy@i pport 0

» 2"d database system running simultaneously which can take ove
case of severe failure of the primary system

A Most databases offer basiccess control
T I.e.authentication andauthorization



Special Purpose Databases

A In short, databases could be used as storage
solutions in all kinds of applications

A Furthermore, we have showdistributed
databases which also supporall features
known from classicalll-purpose databases

I In order to be distributed, additional mechanisms
were needed

Apartitioningfragmentation , allocation, distributed
transactions, distributed



@ Special Purpose Databases

A However, classicalll-purpose databases may lead
to problems in extreme conditions

I Problems when being faced withassively high query
oads
Ai.e. millions of transactions per second

A Load to high for a single machine or even a traditional distruste
database

I Limited scaling
I Problems with fullyglobal applications |
A Transactions originate from all over the globe

A Latency matters !
i Data should be geographically close to users

A Claims:

I Amazon: increasing the latency by 10% will decrease the sales by 1
I Google: increasing the latency by 500ms will decrease traffic by 20%
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@ Special Purpose Databases

I Problems with extremely higavailability constraints

ATraditionally, databases can be recovered using logs or
backups

AHot-Standbys may help during repair time

ABut for some applications, this is not enough:
Extreme Availability (Amazon)

i0oé must be available even if
flapping, and several data centers are destroyed by massive
tornadosao

I Additional availability and durability
concepts needed!




@ Special Purpose Databases

A In extreme cases, specialized databdee
systems may be beneficial
I Specialize on certain query types
I Focus on a certain characteristic
Ai . e. availability, scal abi

I Allow weaknesses and limited features for other
characteristics




@ Special Purpose Databases

A Typically, two types of queries can
be identified in global businesses
A OLTP queries
,
:

OnLine T ransactionProcessing
Typicalbusiness backend-data storage

A i.e. order processing-eommerce, electronic banking, etc.
Focuses omlata entry andretrieval

Usually, possibleansactions are previousljknown and are
only parameterized during runtime

Thetransaction load is very high
A Represents daily business

Eachtransaction is usually very simple and local
A Only few records are accessed in each transaction
A Usually, only basic operations are performed



@ Special Purpose Databases

A OLAP queries

G
¢ ;7«_—\ = » -
I OnLine AnalyticalProcessing &*‘;}M
Business Intelligence Queries

Ai.e. complex and often multdimensional queries

Usually, only few OLAP queries are issued by busin
analysts
ANot part of daily core business

Individual queries may need to access large amoun
of data and uses complex aggregators and filters

ARuntime of a query may be very high
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@ Special Purpose Databases

Aln the recent Nopg@Ladr s
databases have become very popular

I Careful: big misnomer!
ADoes not necessarily mean that no SQL is used
i There are SQtsupportingNoSQLs y st e ms €

ANoSQLusually r-efandatddéonmon
database or databadie systems
I l.e.system not implemented as shown in RDB2

ANot formally defined, mor e
I Popular base dogmigeeplt Stupid Simple!
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Special Purpose Databases

A The NoSQL movement popularized the developme
of special purpose databases

I In contrast togeneral purpose systems like e.qg. DB2

A NoSQL usually meansne or more of the following

I Being massiveBcalable
A Usually, the goal is unlimited scalability

I Being massivebistributed

I Being highhavailable

I Showing extremely higoLTP performance
A Usually, not suited for OLAP queries

12



@ Special Purpose Databases

i Not badl-punpgseo
A Applicationspecific storage solutions showing some database
characteristics

I Not using therelational model
A Usually, much simpler data models are used

I Not using strictACID transactions
A No transactions at all or weaker transaction models
I Not usingSQL
A But using simpler query paradigms
I Especi al ly, notgues unfenaces t |
Ai.e.JDBC
A Offering direct access from application to storage system

-
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@ Special Purpose Databases

A In short:

I MostNoSQL focuses on
building specialized
high-performance data
storage systems!
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@ Special Purpose Databases

A NoSQL and special databases have been populari:
by differentcommunities and a driven by different
design motivations

A Base motivations

I Extreme Requirements

A Extremely high availability, extremely high performance,
guaranteed low latency, etc.

I Alternative data models
A Less complex data model suffices
A Non-relational data model necessary

I Alternative database implementation techniques
A Try to maintain most database features but lessen the drawbac
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@ Special Purpose Databases

A Motivation:Extreme Requirements

I Extreme Availability
A No disaster or failure should ever block the availability of the databas

A Usually achieved by stromgpbal replication

i l.e.data Is available in multiple sites with completely different location and
connections

I Guaranteed low latency

A Distances from users to data matters in term of latency
I e.g.crossing the Pacific from eastast USA to Asia easily amounts for 500ms

latency
A Data should be close to users
ie. g. gl obal all ocation considerin

I Extremely high throughput

A Some systems need to handle extremely high loads
ie.g. Amazonds four million checkou
» Each checkouvas precededby hundreds of queries
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@ Special Purpose Databases

A CommunityAlternative Data Models
I This is where theNoSQL originally came from

| Base Iidea:
A Use a very simple data model to improve performance,
A No complexqueries supported ‘
I e.g.Document stores CouchDB
A Data consist of keyalue pairs and o
additionaldocument payload @f"fﬂ

I e.g.payloadepresentstext, video, music, etc. =
ERIANG HTTP

A Often supportsIR-like queries on VM
documents
i e.g.ranked full text searches
A Examples

i CouchDB MongoDB = \\~ =
jcu "sr - é«l :%
mrw IRLL T o TRTS




i Key-Value stores
A Each record consist of justkey-value pair dMAZON.COM’
A Very simple data and query capabilities

I Put andGet
A Usually implemented on top of Ristributed Hash Table

A Example:
I MemcacheDEBandAmazon Dynamo
I Both document and keyalue stores offetow -level,
one-record -at-a-time data interfaces

I XML stores,RDF stores, ObjectOriented Databases,

etc.
ANo_t Important in current context as most implementations have
neither high performance nor are scalable
i Those use the oppos NeSOLdofiindreo s o
complex !
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@ Special Purpose Databases

A CommunityAlternative Database
Implementation

A OLTP Overhead Reduction

| Base observation: most time in traditional OLTP
processing is spent in overhead tasks

AFour major overhead sources equally attribute to most of
the used time

I Base idea

A Avoid overhead all those
sources of unnecessary overhead
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@ Special Purpose Databases

I Logging
AdbTraditional 6 databases writ

I Once to tables, once to log
I Log is also forced to disk performance issues

I Locking
A For ensuring transactional consistency, usually locks are used
A Locks force other transaction to wait for loekelease
A Strongly decreases maximum number of transactions!
I Latching
A Updates to shared data structures (e.gir8e indexes) are
difficult for multiple threads

A Latches are used (a kind of shagrm lock for shared data
structures)
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@ Special Purpose Databases

I Buffer Management

ADisk-based systems have problems randomly accessing ¢
bits of data

ABuffer management locates the required data on disk anc
caches the whole block in memory

AWnhile increasing the performance
of disk based systems, it still is a
considerable overhead by itself

Traditional OLTP
DBMS

Latching
19%

Useful Work
7%
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@ Special Purpose Databases

A Current trend for overheadavoidance

I Distributed single -thread minimumoverhead
shared-nothing parallelmain -memory databases
(OLTP)

Ae.gVoltDB (Stonebrakeret al),

I Sharded row stores ( mostlyOLAP)
Ae.gGreenplumMySQL ClusteYertica etc.

I This kind of systems will be covered in one of the
next weeks

MySQL Cluster 7.1




@ Trade -Offs

A In the following, we will examine sontede -
offs involved when designing high performance
distributed and replicated databases

I CAP Theorem

AbYou candt have a-tdefagthndy a
consi stent systemo

I BASE Transactions =

AWeaker than ACID transaction
model following from the CAP theorem
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CAP -Theorem

A The CAP theorem was made popular bgric
Brewer at the ACM Symposium of Distributed
Computing (PODC)

| Started as a conjecture, was later proven by Gilbert
and Lynch

A Seth Gilbert, Nancy Lynch. B r e wcenijettse and the feasibility of
consistent, available, partition -tolerant web s e r v IACM SIGACT News
2002

I CAP theorem limits the design space
for highlyavailable distributed systems




(D) CAP-Theorem

A Assumption:

I High-performance distributed storage system with
replicated data fragments

A CAP: C onsistency,A vailabilityPartition Tolerance

A Consistency

I Not to be confused with ACID consistency

A CAP is not about transactions, but about the design space of
highly available data storage

I Consistent means that all replicas of a fragment are alw
equal

A Thus, CAP consistency is similar to ACID atomicity: an update
the system atomically updates all replicas

| At a given time, alhodes see the sandata
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(D) CAP-Theorem

A Availability

I The data service igvailable and fully operational

I Any node failure will allow the survivors to continue
operation without any restrictions

I Common problem with availability:
Avallability most often fails when you need it most
Ai.e. failures during busy periods because the system is busy

8006

No available server to handle this request
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(D) CAP-Theorem

A Partition Tolerance

I No set of network failures less than total network crasr
IS allowed to cause the system to respond incorrectly
I Partition
A Set of nodes which can communicate with each other
A The whole node set should always be one big partition

I However, often multiplgartitions may form
A Assumption: shorterm network partitions form very frequently
A Thus, not all nodes can communicate with each other

A Partition tolerant system must either
I prevent this case of ever happening

I or tolerate forming and merging of
partitions without producing failures




(D) CAP-Theorem

A Finally:The CAP theorem

I 0 A rhighly-scalable distributed storage system
using replication can only achievenaximum of
two properties out ofconsistency, availability and
partition tolerance 0

AThus, only compromises are possible

I In most casegonsistency Is sacrificed

A Availability and partition tolerance keeps your business (&
money) running

AMany application can life with minor inconsistencies

28



(D) CAP-Theorem

AdOProof 6 of CAP heor e
A Assume
I Two nodes(ipandijc

i Both share giece of datav with valuew,

i Both nodes run some algorithm or 6 which are
safebugfree, predictable anceliable

AIn this scenario: V,

I O writes new values ofo
I O reads values ofo

29



(D) CAP-Theorem

AdbGoodd case:
i O writes new valuao of w
i An update message is sent toU
I wis updated o
i O reads correct valuev from w

N'1 N‘I N1
i
A=) & 1
M

Z
B | Vs |

HE
8 K&l &
HE
L'l
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(D) CAP-Theorem

A Assume that the networlpartitions
I No messages betwedan and0 possible anymore

I wonO is notupdatedo reads stale value from w
AConsistency violated

o

Mz

S
B ©

z =;
<@

{.
=
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(D) CAP-Theorem

A How to deal with the situation?

A Ensure consistency, drop availability

I Usesynchronous messagesto update all replicas
A Treat updating all replicas as an transaction

A e.g. as soon asis updated, send update messages to all replicas
i Wait for confirmation; lockw at all nodes until all replicas have confirmed

I What if no confirmation is received? Short time partitioning event and wait?
Node failure and waiting is futile?

I This approach does definitely not scale
i During synchronization isnot available

A Clients have to wait

A Network partitions even increase synchronization
time and thus decrease availability further

I Example
A Most traditional distributed databases




(D) CAP-Theorem

A Ensure consistency, drop availability
(alternative)

i Just use one single master copy of the vablue
A Naturally consistent , no locking needed
I But:No high availability

A As soon as the node storing fails or
cannot be reached, it is unavailable

I Additionally :

A Possibly bad scalability, possibly bad latency
I Examples

A Non-replicating distributed database

A Traditional ClientServer database
I Is additionally partition tolerant as there is just one node

33



(D) CAP-Theorem

A Drop consistency , keep partition tolerance and availability

I Base idea fopartition tolerance
A Each likely partition should have an own copy of any needed value

| Base idea foavailability

A Partitions or failing nodes should not stop availability of the service
i Ensure oO0always write, always readd
I No locking!

A Use asynchronous update messages to synchronize replicas

A Soc a | éventlal oonsistency 6

I After a while, all replicas will be consistent; until then stale reads are possible an
must be accepted

I No real consistency
i Deal with versioning conflicts! (Compensation? Merge Versions? Ignore?)

I Examples

A Most storage backend services in interrseiale business

I e.g.Amazon (Dynamo), GooglBigTablg Yahoo (PNUTS), Facebook (Cassandra),
etc.

34



(D) CAP-Theorem

A Acceptingeventual consistency leads to new
application and transaction paradigms

A BASE transactions

I Directly follows from the CAP
theorem

I BasicAvailability

A Focus on availabiliéy even if data is
outdated it should be available

I Soft-State
A Allow inconsistent states

I Eventual Consistent
A Sooner or later, all data will be consistent anesiync

AIn the meantime, data &tale and queries return just
approximate answers

35



@ BASE Transactions

AOBuA-Bookod transacti on
I Assume a store like Amazon
I Avallability counter for every book in store

I User putsbook with availability 1 into the shopping cart
A Decreaseavailabilitypy one
I Continue shopping
I Two options
A User finallybuys
I'Write I nvoice and
I Commit
A Userdoes not buy
I Rollback (reset availability)

36



@ BASE Transactions

AObviously, this trans.
when locks are used

I But even smaller transactions will unavoidably lead
problems assuming million concurrent users

I Lock contention thrashing

37



BASE Transactions

A Consideration:
Maybe full ACID properties are not always
necessary?
I Allow the availability counter to be otdf sync?
A Use a cached availability which is updated eventually

I Allow rare cases where a user buys a book while
unfortunately the last copy was already sold?

ACancel t he user and say you

A These consideration lead to tHRASE transaction
model!

I Sacrifice transactional consistency for scalability and
features!
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@ BASE Transactions

A The transition betweeACID andBASE is a
continuum

I You may place your application wherever you need |
to between ACID and BASE

=

N
You?
ACID < BASE
+ Guaranteed Transactional Consistency + High scalability and performance

- Severe Scalability issues - Eventually consistent, approximate answers

39



The P2P Paradigm

Client-Server

Peerto-Peer

1. Server is the central
entity and only provider
of service and content.
A Network managed by
the Server

2. Server as the higher
performance system.

3. Clients as the lower
performance system

Example: WWW

1. Resources are shared between the peers

2. Resources can be accessed directly from other peers

3. Peer is provider and requestor (Servent concept)

Unstructured P2P

Structured P2P

Centralized P2P

Pure P2P

Hybrid P2P

PureP2P (DHT Based)

1. All features of Peeto-
Peer included

2. Central entity is necessary|

to provide the service

3. Central entity is some kind

of index/group database
Example: Napster

1. All features of Peeto-Peer
included

2. Any terminal entity can be
removed without loss of
functionality

3. A No central entities
Examples: Gnutella 0.4, Freenet

1. All features of Peeto-Peer

included

2. Any terminal entity can be

removed without loss of
functionality

3. A dynamic central entities

Example: Gnutella 0.6, IXTA

1.

All features of Peeto-Peer
included

Any terminal entity can be removed
without loss of functionality

A No central entities

Connections in the overlay are
of i xedo

Examples: Chord, CAN




Unstructured P2P Uelonr

- X

A In centralized P2P systems , acentral server is used toindex all
avalilable data

I During bootstrap, peers provide a content list to the server
I Any search request is resolved by the server

A Advantages
I Search complexityd(1) 60j ust ask
I Complex and fuzzy queries are possible
I Simple and fast

A Problems

I Bad Scalability

A O(N) node state in server
I Information that must be stored at server grows linearly with number of péérs

A O(N) network and system load of server
I Query and network load of server also grows lineanhth number ofpeers

I Single point of failure or attack (also for law suitgs ;

ABut overall,hB é
i Best principle fosmall andsimple applications
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@ Unstructured P2P Deiollli

A Pure P2P networks counter ‘
the problems of centralized P2Pg&T

I All peers are equal

I Content is not indexed
AQueries areflooded along the nodes
ANode state complexity (storage complexit@)(1)

I No central point of failure

I Theoretically, higlscalability possible

Aln practice, scalability is limited by possibly degenerated
network topologies, high message traffic, and low bandwi
nodes

42



@ Unstructured P2P 1'810111:

A Hybrid P2P adds hierarchy layers to P2P _ .

i Highperformance node¥ super peers
A All others areleaf nodes

I All super peers form a pure P2P

| Leaf nodes connect to a super peer ¢ ‘ ok
ASuper peers index thei%@gRBeartf
I Routing tables ; similar to centralized server indexing

A Node state is also i©(1)
i Leaf nodes store no index information
I Maximum load of super peers is capped
» More peers® more superpeers

A Queries are flooded within the super peer network

I Resulting networks usually have a lower diameter and
routing bottlenecks are less likely
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A Both pure andhybrid unstructured P2P rely on
guery flooding

I Query isforwarded to all neighbors which also
forward the query

ATTL (time-to-life) limits the maximum distance a query cs
travel
I Flooding result to

AHigh message and network load
I Communication overhead is @(N)

A Possibility of false negatives \

I Node providing the required data may simply be missed due too
short TTL

@ Unstructured P2P

44



A Communication overhead vs.node state

@ Unstructured P2P

A
Disadvantage
ommunication
c O(N) Pur_e P2P Overhead
S 5 Hybrid P2P |/ Aralse negatives
33
c =
=)
e >
O .
g Scalable solution Disadvantage
O between both extremes? A/Iemory,.CPU, Network
AAvallablhty
O(I N) ? ﬁSingIePoint—Of-FaiIure
0]
g @ \
0(1) Server
O(1) O(log N) O(N)

Node State
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Distributed Hash Tables

A ldea: use ®istributed Hash Table (DHT) to
Index all data in a P2P network

I Perform routing and resource discovery in DHT
A Claims of DHTs

DH
Reo

" can perform search and routing (d(log N)
uired storage per node is low i(log N)

DH]

" can provide correct query results

ANo false negatives
I P2P systems based on DHTs are resilient to failures

attacks, and weak or shottme users
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() Hash Tables Demllk

A DHTSs are based ohash tables

I Hash tables ardata structures which may provide an
idealized lookup complexity close (1)

I Usually, data consists of keglue pairs
A Lookup a key, return the according value

A Hash tables consist of two major components

I Bucket array
A Usually dixed -size array
A Each array cell is calledbacket

I Hash function

A A hash function maps a key
to a bucket of the array

47



@ Hash Tables 1'810111:

A Hash functions magollide , i.e. two different keys
may result in the same hash

I In many implementationsuckets are designed as a
pointer to alist holding multiple items

I Insert : hash the key and add the data to the
respective bucket

I Lookup : hash the key and scan the respective buck
ALookup best case: bucket contains just one it@ft)

ALookup worst case: bucket contains multiple itel@én)

I Rare case, even if it happens list should be small such that avera
complexity is still ©(1)
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@ Hash Tables

A Example:

Iron Man

~N

/

hash(ronman) =3

Wolverine

~

/

Professor X

Silver Surfer

hashProfessor X=7

(.

Vs

N
—>| hashiolvering =1
—
—>

hashGilver Surfgr=1

~N OO o~ WON B O

Bucket Array (8 buckets)

Wolverine
Regeneration
Silver Surfer,

Cosmic Manipulation

Iron Man,
Super Intelligence
Professor X

Telepath
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@ Hash Functions

A At the core of hash tables areash functions

Hash functions maps any key to a bucket of the array

AQQwi Qi Q& Qo
A Qi Q¢ i®®e number of buckets in the array

A Hash funtions should show some important

properties

Low Cost
Determinism
Uniformity
Range Variability
Either Avalanche or Continuity properties

50



@ Hash Functions

A Low Cost

I Hashing should have higher average performance ti
rivaling approaches

AHash function thus should have low costs!

A Determinism

I Hashing the same key or object must always result |
the same hash

Alf not, no lookups are possible!
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@ Hash Functions

A Uniformity
I A good hash function should map the keys as evenl
as possible over the whole output range

120

Ai.e. every hash value should be generatechoo
with the same probabillity i

i Hash values thus should be generated.
following anuniform distribution 01234567809

I Uniform hash codes will reduce the numberlash
collisions to a statistical minimum

ACollisions will severelgegenerate the performance of
the hash table
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@ Hash Functions

A Continuity or Avalanche property

I Depending on the actual usage of the hash function
different properties may be needed with respect to

small key changes

I Avalanche property
AChanging one bit in the key should change at least 50%
the hash bits
AVery important property when dealing wittryptographic
applications odistributing content in robust fashion

AMD5 hash examples
I P2Pis cool = 788d2e2aaf0e286b37b4e5c1d7al14943

I P2P | s 8a8ai968188b7afa26el5fa83f41de7e
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@ Hash Functions

I Continuity property
ASmall changes in keys should only result ismall
changes in hashes

AUseful when implementirgjmilarity searches with hash
functions
I Simply, hash a search string and inspect surrounding buckets

AAdler32 hash examples
I P2Pis cool = 175003bd
i P2P i s1751030b¢ 6
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@ Hash Functions

A Some hash functions
I Simple modulo hash
AQoi MMQ@ME MOi Qi ®&E QQ
A Easy and cheap

A Works only if keys are uniformly distributed!

I Cryptographic hash functions

A Very expensive hash functions guaranteeing cryptographic
properties

Variable Input Size

|
I Constructing the key from the hash is impossible
.

|
|

Extremely low collision probability

i Avalanche properties
I No hash clones constructable

» e.d. given a hash, it is impossible to construct an object which
results in the same hash
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@ Hash Functions

I Most popularcryptographic examples
AMD-5 (128 Bit)
I Practically proven to be prone to clone attacks
A SHA-1 (160 Bi)
i Fork of MD-4

I Previous recommendation of NSA
I Theoretically proven to be prone to clone attacks

A SHA?2 (224, 256, 384,512 Bit)
I Fork of SHA1
I Current NSA recommendation

I No weakness known yet (but it is assumed that there should be
weaknessesimilarto SHA-1)

A SHA3

I Completely new algorithm
I Currently in competition phase until 2010
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@ Distributed Hash Tables

A In distributed hash table®HT ), the bucket
array Is distributed across all part|C|pat|ng node:

A Base idea

I Use a largdixed hash range

I Eachnode isresponsible for a
certain section of the whole hash range

AResponsible node stores the payload of all data with hast
keys in its range

I Put and get requests areuted along the hash range

to the responsible nodes
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Distributed Hash Tables

A Genericinterface of distributed hash tables
I Provisioning of information
A Put(key, value)
I Requesting of information (search for content)
A Get(key)
I Reply
A value
A DHT implementations are interchangeable (with respect to
Interface)

Distributed Application

| | +
Put( Key,Value ) Get(Key)

* * Vallue

Distributed Hash Table
0/ !'bX /K2NRX tlFadNRX ¢l LJISaGNEZ X0
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@ Distributed Hash Tables

A Important design decisions

I How to hash objects? .
A What to hash? How does hash space look likeg

I Where to store objects?
A Direct? Indirect?

I How are responsibilities assigned to nodes?

A Random? By also hashing nodes? Evolving responsibilities?
Respect load balancing and resilience issues?

I How Is routing of queries be performed?

A Are routing tables needed? What should be stored in routing
tables? Which topology to use for the network?

I How to deal with failures?
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@ Distributed Hash Tables

A What are good keys? What to use as values? ,z,g
I Answer |1 s very applicat.i ogifr(*:'i.e

A Commonskeys

I Filenames or filepath ;
A Used in early DHT based networks for direct search by filenanZt

I Keywords -
A Hash an object multiple times using its meta data keywords
A As used in late DHT based Gnutella networks for search

I Info Digests
Al nformation on files names, file
A Used in tracketless BitTorrent

I Peer ldentifications

A The id of the peer itself can be treated as a key
I e.g. IPaddress, MAC address, unique user ID, etc.

A Used to hash nodes into the same address space than content
i The later slides omode responsibility assignments
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@ Distributed Hash Tables

A What to use as values?

I Direct Storage
A Node stores the content of the object as value

A When storing an object, hash its key and thamp the object to the
responsible node and store it there

A Inflexible for larger content objects
i High network traffic
I Loss of ownership of content
i Problems in volatile P2P networks
» Join, leave, and repair operations may become expensive
I OK for small data objects (e.g. <1KB)

A Can be used fostorage space load balancing in stable P2P
networks

haslf o Kat zenk | o. dqp 3 04) Get(92433 2
N —
. €

Katzenklo.mp3
Query Node - Node responsible for 92432
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@ Distributed Hash Tables

I Indirect Storage
ANode storesalink to the object

ADHT is used to announce the availability of a givé object

AValue of the hash keyalue pair usually contaipsysical
address of the content provider
AMore flexible with large content objects

I Easy joining and leaving of nodes
I Minimal communication overhead

I T— Get(92432

: / >
OOO : : a
xx . €
(‘QUéry Node 134.169.32.171:9999 Node responsible for 92432
62
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@ Distributed Hash Tables

A Specific examples of Distributed Hash Tables
I Chord (UC Berkeley, MIT, 2001)

A We will cover Chord in this lecture as our showcase system
I Pastry (Microsoft Research, Rice UniversitgAN (UC
Berkeley, ICSIapestry (MIT)
A With Chord, these are the big 4 acadenpmneersystems 2001
A Foundations of nearly all later DHT implementations
A We will just briefly summarize these three

I Kademlia (New York University)

A DHT implementation used in eMule, eDonkey, LimeWire, late
Gnutella, and also in some versions of BitTorrent

A Will be briefly discussed in lecture 8
ie and man@r mob,yr eSy mph o

2\
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@ Distributed Hash Tables

A Properties of DHTs

I Use of routing information foefficient search for
content
I Keys areevenly distributed across nodes of DHT
A No bottlenecks
A A continuous increase in number of stored keys is admissible
A Failure of nodes can bé¢olerated
A Survival of attacks possible
I Self-organizing system
I Simple andefficient realization
I Supporting a wide spectrum of applications

A Flat (hash) key without semantic meaning
A Value depends on application
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@ Distributed Hash Tables

A Usual assumptions amtésign decisions |
i Hashrangeisifmie p]l M 0£é1 QQOU
I Hash space is often treated asiag (e.g. Chord)

A Other architectures are also possible

I Nodes take responsibility of a speciicc of the ring

A Usually, this is determined by hashing the ID of the node
I e.g.the IP address, the MAC address, etc.

i Often, node takes responsibility of the arc ending at the hash code o
its ID and beginning at the hash code of the previous node

Ai.e.nodes and data is hashed in the same hash space!

I Each node knows at least psedecessor and
successor
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Distributed Hash Tables

A Example (7 nodes, range 0..4095, m=12)

3485- 611- 1008- 1622- 2011- 2207- 2906- (3485-
610 709 1621 2010 2206 2905 3484 610)
O——O————)————————

—/ =/ —/ —/ —/ 2/
2m-1 0

hash(Node g) =3485

Data item ADC
hashoi) =31

hash(Node f)=2906
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@ Distributed Hash Tables

A Node responsibilities are usuatgnostic of the
undelaying network topology

I Additional heuristics can be used during responsibility
assignment

A Redundancy (multi assignments, overlapping arcs, ..)

I Assignments must ba@ynamic
A Nodes may join and leave the ring

1008 1622
\‘_/

709

Logical view of the
Distributed Hash Table

Mapping on the
real topology
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@ Distributed Hash Tables

A How can data beccessedin a DHT?
| Start the query at any DHT node
I Key of the required data ifiashed
AQueries use only keys, no fuzzy queriesvelypossible

I Route the guery to the node
responsible for the data key has
ASo calleckey-based routing

I Transfer data from responsible
peer to query peer
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@ Distributed Hash Tables

I Direct Routing
A Central server knows the responsibilitpssignments
I Also:fully meshed ring (i.e. each node knows each other node)

A Shareghe common disadvantages of centralized solutions
I Single point of failurscalability issues, etc.
i BAD IDEA

A O(1) routing complexityO(N) node state complexity

1622
. 1008 N 2011
Nt a o) ? 709 O 2207

3107 ')

(31__67 O (ip,port) ) 611 i 2906

{ Address of responsible node 3485 . ‘

.
.
.
.
.
.
.
.
.
.
.
.t
.
..
..
P
P
P

Node 3485 manages
keys 29073485,
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@ Distributed Hash Tables

I Linear Routing
A Start query at some node of the DHT

ARoute the query along the ring from successor to success
until responsible node is found

AO(N) RoutingcomplexityO(1) node statecomplexity

I Also bad idea
h a S hlnY @t& .“‘,¢‘ '.",.."‘ ...'.0’
- 1622
— 1008 .
= 3107 i J\t/t
O

611 ~

:
;
;
K
K
J
s
;
.
.
.
.
.
.
.
.
.
.
.
.
.
.
""" 3485
.
an®
.......

Initial node
(arbitrary)

2906
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@ Distributed Hash Tables

I Routing usindinger tables
A Nodes know additional nodes besides their direct ring neighbo
i Stored in so callefinger tables or routing tables

A Routing tables can be used to reach responsible node faster
i See later: Chord

A O(log n) routing complexityO(log n) node state complexity

h a's mydat®d

= 3107 :':'1008 o~

A
U/ 2906

Initial node
(arbitrary)
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A%.0.®

@ Chord ~ R

A Chord is one of the academic pioneer

Implementations oDHTSs

i |. Stoica, R. Morris, D.Karger, M Kaashoek, H. Balakrishn@hord: A Scalable
Peer-to-peer Lookup Service for Internet Applications. ACM SIGCOMM,
San Diego, USA, 2001

I Uses a partially meshethg infrastructure

I Main focus
A O(log n) key-based routing
i Flat logical 16@it address space hashing both content and peers
A Self-organization and basic robustness
i Node arrivals and departures, node failures
I Inspired many later DHT implementations and
Improvements

A Better routing, alternative topologies, load balancing, replicatior
etc.
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(D) Chora ch

A Generic DHT interface implementation
i Put(key, value)to insert data into Chord ring
i Value = get(key) to retrieve data from Chord

A ldentifier generation

I Uses a fixeesize hash space of length  p
A Limits the maximum number of peers and storable content

A Most Chord systems use the cryptograpldElA -1 hash function
I SHA 1 has 160 bitt  "QQ ¢ P8 @ p T
i pmis roughly the estimated number

A Data ids are usuallyenerated from data itself or by an explicit data
identifier
Ae.gé @ 0OD 0 QEPn QRO QQ W6 QEPO QQ WO U Ha Q
I Also, nodes are hashed by théif address andport running
the Chord application
Aegt ¢ QQOQOOEQQIRET 0
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Chord O d

A Nodes are on a modulo ring representing the fu
key space
I Data Is managed by clockwise next node wrt. to id
I Each node stores its sucessor node

successor(7F1 successor(1) 6

9EI YLX S 1Seé

successor(6¥7

° Identifier
@ Node

X | Data Iltem w. id
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A The Chord routing trick
I Do not only store just successor link, but also
store additional nodes in finger table

A Each finger table has entries (keyspace size:  p)
i 1.e.for Chord, using SHA, 160entries per finger table are needed

I Distance to finger nodes increasesponentially

A Distance is measured in th&ey space, starting from the ID of the
current node

A Distance ranges from It , ... C
A The farthest finger target will coveralf of the key space distance

I Each finger tablentry stores thedistance, the hashD of
the target, and thenode responsible for that ID

I Additionally, aneighborhood table is needed for ring
maintenance
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(@) Chord Fingers chonrd

A Chord finger table example

I Assume a key space sizeof ¢ 1
AFinger table of each node has 6 entries
AFinger entries with logarithmic distan&® 18 o

I Build a finger table for node with current ID = 52
ACompute the fingerd6s tarage
P = Ay I 4 Target | Node
1061 P00 | 0t@)e8 @

I Find the responsible node later 1 53
2
4
8

distan

0

1 54
2 56
3 60
4 16 4
5 32 20
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@ Chord Fingers

A Query the the successor node for the
resposible nodes of all finger targets

I Differnt finger targets may have the same responsib

IS

0
1
2
3
4
5

node

aaaaaaaaa

1
2
4
8
16
32

Target Node
ID ID
53 54
54 54

56
60
4

20

56
60
4

23
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@ Chord Fingers <Cchonro

A Querying the DHT
ifaWhich node is responxiobl

| ldea
A Route query tofinger node with \e-ﬁ 1\ =
highest ID which is at most \_
A That nodereroutes the query in a recursiv’ ™ A e

responsible target node is found
I Routing complexity is in averag¥log N)
A Compare to binary search!

A For each routing step, there is a valid finger which coatrs
least half the distance to the target ID!

A Worst case isO(m)
I Equals O(log N) for masized rings
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@ Chord Routing chond

A Example (keyspace , 20 nodes)
I Query for an object with hash ID 44 from node with ID 52

I 'Which node is responsible?

A Guarantee: find responsible node in at most 5 hdpd (€ T 1&
63
60

52 13
/ 14
49
get(44) | 16

79



() Chord Routing

honro

A Example
| Start routing; examine finger table

ga B~ W N B

2
4
8
16
32

54
56
60
4

20

i log 2i Target Node
distance | distance | |D ID
0 1 53 o4

54
56
60
4

23

60 ©3

.
o’
ot
,,,,,
.
------

52 13
14
Y 19
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() Chord Routing

‘aeome

A Example

I Route to most distant known node which is below

lookup ID 44

i log 2i Target Node
distance | distance | |D ID
0 1 53 o4

2 4 4

1 5 5

2 4 56 56

3 8 60 60

4 16 4 4

s ® 220 =

60 ©3

’0
“
“
* .
““““
llllll

81



() Chord Routing

‘aeome

A Example

I Continue routing, seleamnost distant known node
which is below lookup ID 44

i log 2i Target Node
distance | distance | |D ID
0 1 24 26

25 26
2 4 27 30

Distributed Data ManagemertWolf-Tilo Balke; Christoph Lofg IfIS¢ TU Braunschweig
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@ Chord Routing honro

A Example

I Continue routing, seleamnost distant known node
which is below lookup ID 44

ig |2 Target Node
distance | distance | |D ID

0o 1 4 42
1 2 41 42
2 4 43 45
3 8 47 49
4 16 55 56
5 32 7 7
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() Chord Routing

‘aeome

A Example

I Continue routing to target node
I Routing finished in 4 hops

ig |2 Target Node
distance | distance | |D ID

2
4
8
16
32

ga B~ W N B

44 45
46 49
50 52
58 60
10 13
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A Chord is fully self -organized
I Management of new nocdarival
I Management of nodeeparture
I Management of node or networailures

A Goal:

I Routing abilities must be maintained

A If target node is available, it should also be reachable by routin

I Potential routing problems can occur when nodes storedinger
tables cannot be reached

I Stored data should be resilient to failure

A This properties is usually ensured by thgplication using the
Chord DHT and is not a property of the DHT itself

A Also, additional data properties liknsistency, fairness,
replication , or load balancing is handled bypplication
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@ Chord Organizing [~

A%.0.®

A Joining in a new node

New nodehashesitself to obtain new ID
Contact any DHT node vi@ootstrap discovery

Contact node responsible for new node ID

AVia normal query routing
Split arc responsibility

AMove respective keyalue pairs from old node to new node
New node constructs itginger table and

neighborhood table w
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@ Chord Organizing ~ R

ON o

A What is theneighborhood table ?

I Contains the knext successor andpredecessor

lllllllll
*

nodes on the ring 6‘2 -------

i Different of finger table =~ Zredecessosor—Rer ™

which is constructed by Responsible arc f?j Ve,

hash range distances! _ t{
Fingers of 7 RS

all pointing to 16 ’.*‘ X

.
-
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@ Chord Organizing O o

A Joining a node (Example)
I New node 5 arrives

I Takes someesponsibility of node 7
A Hash responsibility -3
A Copy data items in that range

i Constructneighborhood table — "Wnode—W, = =
A Successor is node 7 which was initially contacted R‘:}
8

A Query node 7 for its successor and predecessor list
to construct own list

A Update node 7 predecessor list 9
I Constructfinger tables using normal queries

I All other nodes do nothing

A Their respective neighborhood and finger tables
are now outdated! Lo

o**
“
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@ Chord Organizing o Nnd

A Stabilize function

I Each node regularly contacts its
direct successostabilize query

AdSuccessor: is your predgcessor
i i.e.pred(sucdx)) == x 2
I If not,anew node was inserted and \,- 5
the current neighborhood and finger “.
table areoutdated i =
A Repair tables with help of direct successor )
. . . '0‘7
i If direct successor cannot be contactéd, g%
failed
A Repair tables by contacting ™ next successor 9 :

A Tell 2/d next successor to take over responsibilit
for the failed node ! ‘new node\},
I e.g.take over the hash arc pred(16)=11 :"
A Protocol fails if no successor can be contacted :
i Next time, increase size of neighborhood table

16 4
18

; pred(7)=16
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@ Chord Organizing

A Removing nodes

I For the sake of simplicity, assume that departing not
just disappear
ADeparture == Failure

I Any node failures will be detected Isyabilize
function <
ANodes repair their routing tables during
stabilize

A Send stabilize to next node
T If next node does not answer, contact 2nd ng
T Use 2nd node as next node if available

o A O
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@ Chord Organizing CHhond

A Additionally, thestabilize function can be used
to check and repair théinger table

I Randomly select a finger (less often than
normal stabilize)

A Conatct finger target

| If target does not answer, contact the sucessor node
ASuccessor contacts finger with same distance

AThat finger target has usually already repaired ist
neighborhood table and knows the correct target for the
broken finger
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‘aeome

@ Chord Organizing

A Stabilizing fingers
i Contact red finger nod® Broken

I Ask successor to contact same distantafice n ger 0
A Either that target or predecessor becomes new finger target

60 ©3

56

42 & P 23 42 & W23
“eees®’ SUCESSO

92



@ Chord Organizing

A Maintaining routing capabilities
I Routing may break if finger tables are outdatf

I Finger tables can either be maintained
actively or passively

I Active maintenance

A Periodically contact all finger nodes to
check correctness of table information

AIn case of failure, query ring for correct information

A Drawback

I Maintenance traffic
I Routing information in finger table may be outdated for short time

intervals
A Stabilize function !
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@ Chord Organizing

I Passive maintenance
AA query cannot be forwarded to the finger
AForwardquery to previous finger instead
ATrigger repair mechanism s 63
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@ Chord Organizing

A Data persistence

| Data persistence in case nbde failure

IS the responsibility of thapplication |

A Simple Chord implementations use no repllcatlon
AData in nodes is lost when node disconnects

I Scenario
ARobustindirect storage

AGoal: as long as the data provider is available, the data
should be accessible

I l.e.query to the DHT should return the correct physical link to the
data provider
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I Fault tolerant data persistency
can be archived by usiisgft states
I ldea
A Each keyvalue pair stored in the DHT hasdecay timer
A After the decay timer is up, the keyalue pair isleleted
I Content not accessible anymore

A Content providers (i.e. the application) periodicaiy-publish all
their content

I Republishing eithecreates new key -value pairs or resets the
decay timer of old pairs

Alf anode managing a key fails, a new node will be responsible
for the key after the next republish interval

Alf acontent provider fails, any links pointing to it will decay
soon
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@ Dynamo amazoncom

A Example SystemAmazon Dynamo

AG.DeCandiaD.Hastorun M.JampaniG.Kakulapati A.
LakshmajA.Pilchin S SivasubramaniaivVosshalW. Vogels
0 Dy n a anwmazon's highly available key -value
s t o rA€ENM SIGOPS, Stevenson, USA, 2007
I Amazon is one of the specialized storage solutions
used at Amazon
AAmong S3SimpleDBElastic Block Storage, and others

Aln contrast to the other service,
It is only used internally




@ Dynamo

A Amazon infrastructure

I Amazon uses a fulBervice oriented architecture

AEach function useith any Amazorsystem is encapsulated ir
a service

I l.e.shopping cart service, session management service, render
service, catalog service, etc.

AEach servicés describedy a service level agreement
I Describes exactly what the service does
I Describes what input is needed
I Givesquality guarantees
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@ Dynamo

A Services usually use other services

I e.g.the page render service rendering the Amazon personal
start accesses roughly 150 simpler services

I Services may bstateful or

stateless ~_ [ -
A Stateless: Transformation, 9999. 9 -
Aggregation, etc. i
A Stateful : Shopping cart, Rl
session management, etc. [B— ]

I Dynamo Is a data storage service Agoregatr
which mainly drivestateful = g Y
services \

A Notably: shopping cart and ~

sessmnnanagement

A There are also other storage serwcec@) é > -
U




@ Dynamo P

A Service Level Agreements (SLA)
are very important for Amazon

I Most importantiatency requirements <L

I Goal:99.9% of all users must have an internal page ren
response times below 300ms

A Not average response times, but guaranteed maximum latency
nearly all customers!

A It should not matter what the user does, how complex his
history is, what time of day it is, etc.
I Most lowertier services have very strict SLA
requirements

A Final response is generated by aggregating all service respons
I e.g.often, response times below 1ms for deep core services
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@ Dynamo

A Furthermore, Amazon is a very big company

I Up to 6 million sales per day

AFor each sale, there are hundreds of page
renders, data accesses, etc.

AEven more customers who just browse without buyi

I Globally accessible andperating
A Customers are from all over the world

I Highly scalable and distributed systems necessary
AAmazon uses several 10,000s servers

I Amazon services must always be available
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Dynamo

A Hard learned lessons in early 2000:
RDBMS are not up for the job
.|. Most featur.e.s not needed OR LE
| Bad scalability

fCanot guarantee extreme

|

|

I High costs
I Availability problems
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@ Dynamo

A Dynamo is a lowlevel distributed storage -
system in the Amazon service Infrastruct ’5'%2

A Requirements: -

i Very strict 99.9' percentilelatency
A No query should ever need longer than guaranteed in the SLA

I Mu s t alvmags wotable 0
A At no point in time, write access to the system is to be denied

I Should supporuser-perceived consistency
Ai.e. technically allows for inconsistencies, but will eventually lea
to an consistent state again

I User should in most cases not notice that the system was in an
Inconsistent state
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@ Dynamo

I Low cost of ownership
ABest run on commodity hardware

I Incremental scalability

Alt should be easy to incrementally add nodes to the systel
to increase performance

I Tunable

ADuring operation, tradeoffs between costs, durability,
latency, or consistency should be tunable
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@ Dynamo - Design

A Observation

I Most services can efficiently be
Implemented only usinkgy-value stores

Ae.g. shopping cart

I key: session ID; value: blob containing cart contents

Ae.g. session management
I key: session ID; value: metata context

I No complex data model or queries needed!
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@ Dynamo - Design

A Further assumptions
I All nodes in a Dynamo clust@re non-malicious
ANo fraud detection or malicious node removal necessary

I Each service caset upits own dynamo cluster
AScal ability necessary, but
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@ Dynamo - Design

A Dynamo Implementation Basics {}

I Build a distributed storage system on top oD&l T
AJust provide==0 <and] g <nterfaces
I Hasheshodes anddata onto a128-Bit address
space ring using MD5
A Consistent hashing similar to Chord

ANodes take responsibility of their respective antbckwise
arc
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@ Dynamo - Design

I Assumption: wusually, nodes o
AOnly in case of hardware extension or node failure

I Assumption :ring will stay manageable in size
Ae.g. 10,000 nodes, not millions or billions

I Requirement : each query must be answered as fas
as possible (low latency)

I Conclusion : Forrouting, each node usesfall
finger table
ARing isfully connected
I Mai ntenance overhead | ow due

AEach request can be routed withame single hop
I No varying response time as in mdittop systems like Chord!

Fully Connected
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@ Dynamo - Design

I Forload-balancing, each node may create additionaitual
server instances
A Virtual servers may be created, merged, and transferred amongs

I Virtual servers are transferred using a large file binary transfer
» Transfer not on record level

A Multiplecentral controllers manage virtual server creation and
transfers

I Fordurability , replicas are maintained for each keslue
entry

A Replicas are stored at the clockwise successor nodes

A Each node maintains a-salledpreference list of nodes which may
store replicas

i More or less a renameduccessor list
i Preference list is usually longer than number of desired replicas

I Both techniques combined allow félexible,
balanced, anddurable storage of data
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@ Dynamo - Consistency

A Eventual Consistency
i After an 0 ooperation, updates arpropagated
asynchronously

AEventually, all replicas will be consistent

AUnder normal operation, there is a hard upper bound until
constancy Is reached

I However, certain failure scenarios may lead to
extended periods of inconsistency
Ae.g. network partitions, severe server outages, etc.

I To track inconsistencies, each data entry is tagged
with aversion number
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@ Dynamo o Requests

A Clients can send any 6 oor "QQ orequest to any
Dynamo node

I Typically, each client chooses a Dynamo node which is
used for the whole user session

I Responsible node is determined by either

A Routing requests through a set géneric load balancers ,
which reroute it to a Dynamo node to balance the load

I Very simple for clients, additional latency overhead due to additional
iIntermediate routing steps

A Or the client uses a partitioraware client library

i 1.e.Client determines independently which node to contact by e.g.
hashing

I Less communication overhead and lower latency; programming clier
IS more complex
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@ Dynamo o Requests

ano 400 Bad Request

1 & ||+ | Mnetp209.85.129.132 /searc @ iq- Google

A Request Execution Gor e emm—

I Read /Write request on a key S

AArrives at a node (coordinator)
I Ideally the node responsible for the particular key

I Else forwards request to the node responsible for that key and th
node will become the coordinator

AThe first0 healthy anddistinct nodes following the key
position are considered for the request

I Nodes selected from preference lists of coordinating node

AQuorums are used to find correct versions
I Y. Read Quorum
i w: Write Quorum
iY 0
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@ Dynamo o Requests

I Writes
A Requires generation of@ew data entry
version by coordinator

A Coordinator writes locally

A Forwards to0 healthy nodes, i p respond then the LICETEE
successful
I le_llled?jloppy guorum as only healthy nodes are considered, failed nodes ar
skippe

T Not all contacted nodes must confirm

A Writes may be buffered in memory and later written to disk
I Additional risks for durability and consistency in favor for performance

I Reads

A Forwards to0) healthy nodes, as soon % p nodes responded,
results are forwarded to user
i Only unique responses are forwarded
A Client handles merging if multiple versions are returned

i Client notifies Dynamo later of the merge, old versions are freed for later
Garbage Collection

113



@ Dynamo - Requests

A Tuning dynamo

I Dynamo can be tuned using three major parameter:
AU: Number of contacted nodes per request
A'Y:  Number of Read quorums
Aw: Number of Write quorums

N O

Consistent durablanteractive user state

(typical)
n 1 n High performance read engine
1 1 1 Distributed web cache (not durable, not

consistent, very higperformance

114



@ Dynamo - Consistency

A Theoretically, the same data can reside N,

*7.

multiple versions within the systemyg #gs?

| Multiple causes

ANo failure , asynchronous update in progres
I Replicas will be eventual consistent
I In rare case, branches may evolve

AFailure : ring partitioned or massive node failure
I Branches will likely evolve
I In any case, a client just continues operation as usu

AAs soon as the system detects conflicting version from
different branchesgonflict resolution kicks in

-
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@ Dynamo - Consistency

A Version Conflict Resolution
I Multiple possibilities

ADepends on application! Each instance of Dynamo may u
a different resolution strategy

| Last-write -wins
AThe newest version will always be dominart
AChanges to older branches are discarded

I Merging
AChanges of conflicting branches are optimistically mergec
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A Example Merging

ifUser browses
and adds dook to the shopping cart

APage renderer service stores new cart to Dynamo
I Current session has a preferred Dynamo node

A Shopping cart is replicated in the cagrvice Dynamo
Instance

I Dynamopartitions due to largescale network
outages

I User addsCD to his cart
ANew cart is replicated within the current partition
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@ Dynamo - Consistency

I Page renderer servideoses connection to the whole
partition containing preferred Dynamo node
A Switches to another node from the other partition
I That partition contains only stale replicas of the cart, missing the CD
I User adds avatering can to his cart
ADynamo is oOal ways writebo
A Watering can is just added to an old copy of the cart

I Partitioning event ends
A Both partitions can contact each other again
A Conflict detected
A Both carts are simply merged

AIn the best case, the user did not even
notice that something was wrong

BT I T L ———
- P

nnnnnnnnnnnnnnnnnnnn



@ Dynamo oVector Clocks

A Version numbers are stored usingctor clocks

I Vector clocks are used to generapartially
ordered labels for events in distributed systems

ADesigned to detect causality violations (e.g. conflicting
branches)

ADeveloped in 1988 independently by Colin Fridge and
FriedmanrMattern
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@ Dynamo oVector Clocks

A Baseddea vector clocks

I Each node / process maintains
anindividual logicatlock
Alnitially, all clocks are 0
AA global clock can be constructed by ‘
concatinatingll logical clocks in an array
ITEvery node gsmllestmossibla | oc
v a | uadpy of the global clock

AContains the lasknown logical clock values of all related
other nodes
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@ Dynamo oVector Clocks

I Every time a node raises awent, it increases its
own logical clock by one within the vector

I Each time anessage Is to be sent, a nodes
Increases its own clock in the vector and attaches tf

whole vector to the message

I Each time a nodescelves a message, it increments
Its own logical clock in the vector

A Additionally, each element of the own vector is updated
with the maximum of the own vector and the received
vector

AConflicts can be detected if messages are received with
clocks which are not in total order in each component
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@ Dynamo oVector Clocks

A Vector clock

Time

< Q

NI
<00

nm
m o

M N
m Q)

c:0|C1
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@ Dynamo oVector Clocks

A Problem to be solved

Alice ,Ben, Cathy, andDave are planning to meet next week for
dinner

The planning starts witAlice suggesting they meet dWednesday

Later,Dave discuss alternatives witGathy , and they decide on
Thursday instead

Dave also exchanges email wiBen, and they decide oiiuesday.
When Alice pings everyone again to find out whether they still
agree with heMednesday suggestion, she gets mixed messages

A Cathy claims to have settled ofihursday with Dave

A Ben claims to have settled ofuesday with Dave

A Dave can't be reached no one is able to determine the order in which

these communications happened

Neither Alice ,Ben, nor Cathy know
whether Tuesday or Thursday is the
correct choice
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@ Dynamo oVector Clocks

A Problem can be solved by Nt

tagging each choice withvactor clock

I Alice says, "Let's meal/ednesday ,"
A Message 1: date = Wednesdagiock= {0dp}

I Now Dave andBen start talkingBen suggestJuesday
A Message 2: date = Tuesdegtock ={0dphd dp}

I Dave replies, confirminguesday
A Message 3ate = Tuesday; vclock £ dphd dphOdp}

I Now Cathy gets into the act, suggestiidqursday

(independently of Ben or Dave, in response to Initial
message)

A Messagéd:date =Thursdayvclock ={0dphd dp}
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@ Dynamo oVector Clocks

I Dave now receivedwo conflicting messages
A Message 3: date = Tuesday; vclocfogphd dphOdp}
A Message 4: date = Thursday; vclockGelphd dp}
A Dave should resolve this conflict somehow
A Dave agrees witiThursday and confirms only tcCathy
i Messag®:date =Thursdayvclock ={6dphd dphd dphOd; }
I Alice asks all her friends for their latest decision and
receives
A Ben:date = Tuesday; vclock £ dphd dphodp}
A Cathy : date = Thursday; vclock £ dphd dphd dphOdg }
ANo response from Dave

A But still, Alice knows by using the vector clodksit Dave
iIntended to overrule Ben

T She_ 6_1|SO knows that Dave is a moron and did not inform Ben of this
decision
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@ Dynamo o Consistency

A Dynamo (continued)

| Eventual Consistency through asynchronous replica
updates

I To detect diverging branches and inconsisteneesior
clocks are used

A Eachdata entry is tagged with a minimal vector clock
i i.e.array has length one if only one node performs updates

i For each additional node performing updates, the length of the vectc
iIncreases

A After a vector grows larger than 10 entries, the oldest ones are
removed
i Keeps the vector clock size capped
I Some inconsistencies cannot be detected anymore

I Has usually no practical impact as very strange (and unlikely) netwo
failures are needed to generate vector clocks of size p 1t
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@ Dynamo o Consistency

I Version branches may evolve (due to partitioning)
AVersion graph is only partially ordered in the worst case

I As soon as conflicting versions are detected (usuall

during replication update or client read).
areconciliation process is started .,
Ae.g. merge, discard old ones, etc.
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Dynamo - Evaluation

A Test results forresponse requirement is 300ms
for any request (read or write)
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Dynamo - Evaluation

A Load distribution

=== fraction of nodes out-of-

balance 45
A A A ——request load
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Figure 6: Fraction of nodes that are out-of-balance (i.e., nodes
whose request load is above a certain threshold from the
average system load) and their corresponding request load.
The interval between ticks in x-axis corresponds to a time
period of 30 minutes.
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Dynamo - Evaluation

A Consistency vs. Availability
I 99.94% one version
i 0.00057%wo versions
I 0.00047%hree versions
i 0.00009%our versions

A Server-driven or Client -driven coordination

I Server-driven
A uses load balancers
A forwards requests to desired set of nodes
I Client -driven 50% faster
A requires the polling of Dynamo membership updates

A the client is responsible for determining the appropriate nodes to send th
requestto

A Successful responses (without tiroat) 99.9995%
i Configurable O hYhw
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@ Dynamo - Summary Sﬁﬁ@ﬁgg@@

A Dynamo is not the Holy Grail of Data Storage

A Strength S
I Highly available :
I Guaranteedow latencies
I Incrementally scalable

I Tradeoffs between properties can
betuned dynamically

A Limitations
I No infinite scaling

A Due to fully meshed routing and heavy load on new node arrival (virtt
server transfer)

I Doesnot support real OLTP  queries

I Each application using dynamo must prowdeflict
resolution strategies
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A Google was founded in 1998 by the Stanford
Ph.D. candidatelsarry Page andSergey Brin

I Headquarter in Mountain View, CA, US4
I Named after the number Googol
I More than 20 000 employees

R
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@ Google

A Privately held until 2004
I Now NASDAQ: GOOG
I Market capitalization of over 140 billion USD
I 2009 revenue of 23.7 billion USD (6.5 billion profit)

Detoyy

200

EJ H[TclA
1 1

2009 21

Volume [mil / 1wk)
1 I I I 1
“\H M\ | H‘\H\ | HHHH\
IR e T e L A
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@ Google

A Initial mission
ifoto organize the worl d's

make It universally acces
Aand oDondt be evil ¢
A Originally, Google became famour- Go,,
for their search engine W Sk

I Initial IdeaGGoogle PageRank
A Not all web pages are equally important
ALink structure can be use

A Resulting search engine showed much higher result quality the
established products (e.g.YahAdiavista etc.)

I Rise of Google as one of the bigernet pioneers starts
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Google

A Currently, Google offers a multitude of services

| Google Search

i Google Mall G,Q L”)gle

I Google Maps ~\

i Google Earth , GO-\JSIQ
. %‘, Google docs

| Google Documents

I PicasaWeb Album 9 ) ".

|

i etc. e [

A Thus, Google hosts and actively uses several
Petabytes of data!
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@ Google Challenges Ve

A Google needs tstore andaccesslots of
(semit)structured data =

I URLs and their contents

A Content, meta data, links, anchors,
pageranksetc.

I User data ==
AUser preferences, query history, search results
I Geographic information -
e =) .

APhysical entities (shops, restauraets),
roads, annotations, POls, satellite -
Images, etc.




@ Bigtable

A Bigtable

AF. Chang et afiBigtable: A Distributed Storage System
for Structured Data 6, ACM Transactions on Computer
Systems (TOCSYpl 26,1ss2, June€2008

I Bigtable is a higherformance proprietaryatabase
system used by multiple Google services

Ae.g. used in Google Maps, Google Books, Google Earth,
Gmail, Google Code, etc.

AUses an abstracted and very flexibly row and column
storage model

Als based on versioning for updates
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@ Bigtable Requirements

AOriginally desi gnedindéxo r

A Special requirements

I Processesontinuously andasynchronously update
different pieces of data
Ai.e. continuous Web crawling
A Store version, usually access just newest one
A Multiple version can be used to examine change of data in time

I Veryhigh read / write rates necessary
A Millions per seconds

I Support efficienscanning of interesting data subsets
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Bigtable Reqguirements

A Additional requirementss usual for welscale
applications

I Fault tolerant, persistent
I Use cheap hardware

I Scalgo hugesized infrastructures
A Supportincremental scaling

A Thousands of servers
I Terabytes of irmemory data
I Petabytes of diskased data

I Selfmanaging
A Servers autdoad balance
A Servers can be dynamically added and removed
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@ Bigtable Cells

A Each distributed Bigtable cluster is responsible
the data of one or multiple applications

iCall ed a ocel l 0
A Several hundred cells are deployed

ACell size range from 220 up to thousands machines

AlIn 2006, the largest cell was 0.5 PB
i Now it isprobablymuchl ar ger é

140



@ Bigtable Environment

A Bigtable heavily relies on additional systems and concer

I Google File System (GFS)
A A distributed and faisafe file system

A Physically stores Bigtable data on disks
I S.GhemawatH.Gobioff S.T. Leun@The Google File Sy s t eAQM Symp
Operating Systems Principles, Lake George, USA, 2003

I Google Chubby

A A distributed lock manager, also responsible for bootstrapping

I M. Burrows0The Chubby Lock Service for Loosely -Coupled
Distributed Sy st e BysnpQperating System Design and Implementatior
Seattle, USA, 2006

I Google MapReduce
A Programming model for distributing computation jobs on parallel
machines

i J.Dean, $SShemawatoMapReduce: Simplified Data
Processing on Large C| u s t 8ymgQperatingSystem Design and
ImplementationSan FrancisctSA,2004
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Bigtable Implementation

ABigtabld s a o0dat aba ‘
designed to rurontop of GFS
| Bigtable data model also focuses on appends |

A Assumption: rows are frequently added, but rarely update

ARow oupdatesd will just r e
timestamp

I GFS takes care of replication and lda@ancing issue:

A To accommodate for Google's applications,
Bigtable uses a very flexible data model
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@ Bigtable : Data Model

ADon o6t Bigtablesks sppeidsheet or
traditional DB table

iUnfi tting namee.
I e.g.not each row has a fixed size of attributes

ANot: Each column has a data type
ANot: Missing values denoted as null

Table as NOT used by Bigtal

| lcoA JcoB _JcoC___JcoD

rowA NULL?
rowB NULL?
rowC NULL?

rowD
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@ Bigtable : Data Model

A Instead, Bigtablenplements anulti -dimensional
sparse map

I Think of columns just as available tags
AdbCel |l s6 arei ¢ & fheénéndd@QbhQi 6
I Each row can use just some columns and story any valt
ACol umns are just roughly typ
JAathotSe Fa daSh

o —_—~ A time: 70
(/a8 —> colA O value colBO value time: 100

p— . time: 40
EEl— - SRR

¢ colco really long value time: 100

(O[O ~~IPO nbem2 2ol 0 huge blob  time: 110
colA© value time: 120
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@ Bigtable : Data Model

A Rows

I Each row has anigue name
AName is just an arbitrargtring
ie.g. owwlwsi deéd. cs.
I Each access toraw isatomic
ALoad and store whole rows

I Rows areordered lexicographically

Aldea: after partitioning the table, lexicographically similar
rows are within the same or a nearby fragment
i egowww. | fbiss .de®. tus cl obe. de/ s

I Rows will never be split during partitioning
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@ Bigtable : Data Model

A Columns

I Each column has a twlevel name structure
A Family name andyualifier name
i e.g.<amily:qualifier >
I All column families must be created explicitly
as part of schema creation
A Columns within a family have usually a similar type
A Data of a row within a family are often stored and compressed togeth

I Individual columns can be used by application freely and
flexibly
A Individual columns are not part of schema creation
i Flexible data model
I Aims
A Have a few (max. 100 (1)) column families which rarely change
A Let application create columns as needed
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@ Bigtable : Data Model

A Tlmestamps

Of each cell, differentersions are b
maintained with their respective timestamps "
A 64 Bit integers

Updates to a cell usually create a new version with the
current system time as timestamp

A But timestamp can also be set explicitly by application

Duringcolumn family creation,versioning options are
provided

AEi t hemcokhéeepo or Okeep wers
secondso

Typical queries ask for timestamp ranges
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@ Bigtable : Data Model

A The base unit of load balancing and partitioning ar
calledtablets
I l.e.tables are split in multipletablets

| Tablets hold aontiguous range of rows
A Hopefully, row ordering will result in locality

| Tablets aradisjoint
A No overlapping value ranges

| Tablets are rather large (1GB by default) and are later
stored INGFS
Ai.e. tablets will usually have multiple GFS chunks

A Tablets need to contain full rows

I A single row should not exceed several hundred MB such that it will
Il nto a tableté
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(7 Bigtable - AP

A Bigtable provides only very simpiative API
Interfaces to applications
Ae.g.in C++ or Python
I No complex query language like SQL
I API can

A Create and delete tables and column families

A Modify cluster, table, and column family metadata such as acce
control rights,

A Write or delete directly addressed values in Bigtable
I Supports just single row transactions (i.e. readdify-write)
i No multi-row transactions

A Look up values from individual rows

A lterate over a subset of the data in a table,

i Can be restricted to certain column families or timestamps
I Relies on regular expressions on row and columns names
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() Bigtable - API e

A Recap
I Semiflexible schemas are supported

I A table consist of namebws andcolumns
A All data cells arerersioned with timestamps

A Columns are grouped inolumn families which are defined in
the schema

A Columns can be dynamically used and added |
applications as they seem fit ‘

A As a result, table isery sparse
I l.e.it resembles aulti -dimensional map
| Tables are broken down inttablets

A Tables hold @ontinuous andordered non-overlapping row
name range

A Horizontal fragmentation
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@ Bigtable

A Application 1:Google Analytics

I Enables webmasters to analyze traffic pattern at their w
sites.

I Provides statistics such as:
A Number of unique visitors per day and the page views per URL
per day
A Percentage of users that made a purchase given that they earl
viewed a specific page
I How Is it done?
A A small JavaScript program that the webmaster embeds in the
web pages
A Every time the page is visited, the program is executed
A Program records the following information about each request

I User identifier
i The page being fetched
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A Application 2:Google Earth & Maps

I Functionality: Storage and display of satellite image
at different resolution levels

I One Bigtable stores raw imagery (~ 70 TB):

ARow name is a geographic segments

I Names are chosen to ensure adjacent geographic segments are
clustered together

A Column family maintains sources of data for each segmel

I There are different sets of tables for serving client
data, e.g., index table
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@ Bigtable

A Application 3: