CS3236 INTRODUCTION TO
o INFORMATION THEORY

‘ Lecture 10: Error-Correcting Codes
([

‘ Course given by Pierre Senellart
Material by Stephanie Wehner, with additions by P. Senellart




SOME ADMIN: MID-TERM EXAM COMING UP!

Next Monday: Mid-term exam during lecture time!
Multiple-choice exam
Closed book
Counts for 10% of your final mark
Example from last year can be found on IVLE

This lecture is not in the scope of the mid-term,
everything else is (i.e., Chapters 1-2, 4-6, 8-10 of the
textbook)

Caution: the final exam is
NOT multiple choice
... but open book



WHAT WE'VE DONE LAST TIME

Shannon-noisy channel coding theorem

Capacity forms sharp threshold for information
transmission

There exists an arbitrarily good code with rate R as
close as the capacity as required, if we are allowed
to increase block length arbitrarily



WHERE DO WE GO FROM HERE7

Intro

v

4 )
Probability and /
Entropy

J
Data
Compressmn
Today J

N
Noisy- Channel
l Codlng

EFFO" Kolmogorov
Correcting Cryptography Complexity
Codes




WHAT WE'LL DO TODAY

Error-correction
Distance and decoding

Comparison to Shannon’s noisy channel coding
theorem

Error correcting codes as matrices
Generator matrix
Syndrome decoding

Modern error-correction example
Polar codes




EXPLICIT ERROR CORRECTING CODES

Remember our examples:

Repetition code
(7,4)-Hamming Code

Remember the distance of the code:

d(C) - minxl,wgec H(xlaxQ)

Hamming distance



|S THE DISTANCE OF THE CODE ALL WE CARE ABOUT?

We know that a code with distance d is guaranteed
to correct a number of errors equal to



BOUNDED DISTANCE DECODING

For a received y=r

Find the closest codeword z(%)

_ | d—1
If the distance of (8 and r is smallerthan t = [TJ
then output s
otherwise output failure

Can such a decoder ever achieve the Shannon limit?

... large distance is certainly a good thing...



“PERFECT” CODES

t-spheres around each code word fill space but
don’t overlap

Perfect code Not a perfect code
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EXAMPLES OF PERFECT CODES

(7,4)-Hamming code (for t=1)
Generalized Hamming code (for t=1)

Repetition codes of odd blocklength for t=(N-1)/2
Remember they have vanishing rate

Golay code (see book)

There are no other perfect binary codes... but does
it matter?



COMPARISON TO A CAPACITY ACHIEVING CODE

We know from Shannon that for the BSC there exist
codes with blocklength N and R arbitrarily close to C

For large N, there will be about f x N errors that the
code (almost certainly) corrects

Can we find a perfect code that is fN error correcting?



NO SUCH PERFECT CODE EXISTS

Suppose by contradiction that there existed such a
code with the same rate

Must have distance at least 2fN

Certainly has at least 3 codewords
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NO SUCH PERFECT CODE EXISTS

Suppose by contradiction that there existed such a
code with the same rate

Must have distance at least 2fN

Certainly has at least 3 codewords

0ONDOMONNOANANGI DN NBOONNNG u+v>2f
1111118111111111111bonnoonnno

0ONDOOK1111111111 111111110000 u+w>2f
TN v+w > 2f

wy N Y
N
>1/3
ut+v+w>3f f / ut+v+w>1

Contradiction!



GILBERT VARSHAMOV CONJECTURE

Gilbert Varshamov distance
dgv = NH; (1 - R)
Hy(dgy/N)=1—R

Gilbert Varshamov conjecture

For large N, it is not possible to create a binary code
with minimum distance & much larger than dqy



IF THIS CONJECTURE WERE TRUE...

Bounded distance decoder can correct a maximum
“amount” of flipped bits

_d
J = 5N
If the conjecture were true could tolerate f ~
Hy{dev/N)=1—-R

dg v
2N

Thus Rgy =1 — Hy(2f)
But Shannon tells us that we can tolerate twice the
noise level with this rate

C(BSC) =1— Hy({)



WHY SHEER DISTANCE DOES NOT ALWAYS MATTER

Overlap between t-spheres around code
words

Intuition: in high dimension the overlap is small, so the probability that
we end up in it is small.



BERLEKAMP’S INTUITION Small

distance

Large
distance



MODERN ERROR-CORRECTING CODES

Many modern error-correcting codes have relatively
small minimum distance

Yet, they perform very well (close to the Shannon
limit)

Examples: LDPC, Polar codes,...



ARE THERE AT ALL BETTER CODES?
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Maybe to have the error arbitrarily close to 0 we must accept
an arbitrarily small rate? (after all... no pain, no gain...)



SHANNON'S NOISY CHANNEL CODING THEOREM
(PART 1: ACHIEVABILITY)

Associated with every discrete memoryless
channel, there is a non-negative number C (the
capacity) such that

For any errore > 0 andR < (¢ for large enough N,
there exists a block code of length N and rate R, an a
decoding algorithm, such that the maximum probability

of block erroris < €




THERE “EXISTS” AN EXCELLENT CODE...




THERE “EXISTS” AN EXCELLENT CODE...

But how on earth can we
find one that’s practical ?




(7,4)-HAMMING CODE IN THE MATRIX

Remember error correcting codes
Example from the first lecture
(7,4)-Hamming code

Parity
check bits
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HAMMING CODE IN TERMS OF MATRICES

1+1 mod2=0

All bits are a linear function of the source bits!
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GENERATOR MATRIX

In our example, G is called the generator matrix

1 0 0 07
E;Eg "1 000 10 1]
01000110
G'=|0001 G‘uu1u111
1110 0001011
0111 ! .
10 1 1

Rows of the generator matrix define a basis for the
codeword space

Any codeword is a linear combination of these rows

In standard form when G starts with the identity
matrix



REMEMBER.. SYNDROME DECODING

The syndrome == z1222: tells us which circle is violated
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If = = 000it means that no error is detected!

Now we will see how this code can easily be implemented
as a matrix and decoded without the visual picture.



SYNDROME DECODING

We check what the parities should be for the first 4
bits, and whether it matches what we got

The difference (mod 2) is called the syndrome

Can be computed using matrices!

™

1 0 0 0]
"1 0 0 O _|0100
0100 tT oo 10
0 010 I, 0 0 0 1]
1 110 1 11
0111 P=|0 11
10 11 1 0 1




PARITY CHECK MATRIX

é 2 g g 1 110
GT—[P]* 0010 10 11
00 01
] ] ] ] 3X4
The parity check matrix is given by
H=[-P Ij]
11100100
F=|0111010
1011001
Can find the syndrome by computing &
= H
# r Received . _
Z1 vector
=1 *2 Syndrome
Z3

\ 77 /



CODEWORDS AND PARITY CHECK MATRIX

If no error occurred then the syndrome is O
For any codeword t=G%s we have

Ht=10

Syndrome decoding
What we receive is a codeword plus noise

r=GTs+n

Noise vector flipping bits

(all additions mod 2!)
Syndrome decoding

Hr=H{G"s)+ Hn=0+Hn=Hn=1z
Find the most probable noise vector such that

Hn=z



MATRICES FOR (N,K)-LINEAR CODES

All linear codes can be specified with the help of the
generator matrix (or equivalently the parity check matrix)

Both can be brought into systematic (standard) form

G =[IgP"]
H =[-Ply_ k]

K x N generator matrix G: K vectors from which all
codewords can be build by taking linear combinations

(N-K) x N parity check matrix: vectors to which all
codewords are orthogonal



ANOTHER EXAMPLE

3 bit repetition code.

G =

H =

G = [Ix PT]
H =[P Iy_x]

K=1,N=3

11 1]

(1 1 0
1 0 1

P =111]



DUAL CODE ¢t

Set of all vectors of length N that are orthogonal to
all codewords in a code

i
Rt=(h,...., )| : | =0
tw

But we know a basis for that set of vectors!

Ht=0

Dual code given by the parity check matrix (seen as
generator matrix!)

All codewords of the dual code are linear
combinations of the rows of the parity check matrix



CAUTION: WHAT IS ORTHOGONAL HERE?

Set of all vectors of length N that are orthogonal to
all codewords inacode ¢

i
Rt=(h,...., )| : | =0
tw




EXAMPLE: REPETITION CODE




CAPACITY-ACHIEVABLE CODES EXIST!

o Polar codes: Invented in 2009 by Erdal Arikan
o Linear binary codes for any block of length x — 2~

o Achieve capacity for binary symmetric channels!

» ... and in general “symmetric” capacity, where P(x) is
fixed to be uniform

o Efficient to encode '

.

iY

+ O(Nlog N)
o Efficient to decode
» O(Nlog N)




EXAMPLE: BINARY ERASURE CHANNEL (BEC)

Binary erasure channel. Ay ={0,1}. Ay ={0,7,1}.

0—0 Ply=0|xz=0) = 1—f; Ply=0jz=1) = 0
v E”’ Ply=7[z=0) = f; Ply=7lz=1) = [;
1¥=1 Ply=1|z=0) = O0; Ply=1|z=1) = 1-f.

C =maxI(X;Y)

PI'X




HOW CAN SUCH A CODE BE CONSTRUCTED?

Need to find

Generator matrix

... Show encoding is more efficient than simply
multiplying
... Show there is an efficient decoder

Could make the
code depend on
the channel...
as in Shannon’s
theorem!




WHAT WE DID TODAY

Error-correction
Distance and decoding

Comparison to Shannon’s noisy channel coding
theorem

Error correction as matrices

Example of modern error-correction: Polar codes!



READING FOR THIS LECTURE

Chapter 13 in the textbook

infarmation Theory, inference,
and Learning Mgorithms

X - © " Information Theory, Inference and
= Learning Algorithms

by David J. C. MacKay
Cambridge University Press, 2003

Homework due by Monday 2pm two weeks from
now (mid-term next week, no tutorial next week

because of Deepavali)



