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il %2 outline

Basics of Graph Theory
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—§it i | Graphs

Definition
A directed graph is a pair (S, A) where:
B Sis a finite set of vertices (or nodes)

® Ais a subset of S? defining the edges (or
arcs)

Definition
An undirected graph is a pair (S, A) where:
B Sis a finite set of vertices (or nodes)

B Ais a set of (unordered) pairs of elements of
S defining the edges (or arcs)

Remark
Graph is the mathematical term, network is used to describe real-world
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ﬁ%ml Paths and Connectedness

Definition
A path is a sequence of vertices v; ... v, such that v, is connected by
anedgeto vy, 1 for1 <k <n-1.

Definition
The underlying undirected graph of a directed graph G is the graph
obtained by adding all reverse edges.

Definition

An undirected graph is connected if for every two vertices u and v,
there exists a path starting from u and ending in v.

A directed graph is strongly connected if it is connected, and is weakly
connected if the underlying undirected graph is connected.
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—het i | Connected Components

Definition
(S, A') is a subgraph of (S, A) if S C S and A’ is the restriction of A to
edges whose vertices are in S'.

® Connected component: maximal connected subgraph
B Strongly connected component: maximal strongly connected
subgraph

B Weakly connected component: maximal weakly connected
subgraph
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—het i | Connected Components

Definition
(S, A') is a subgraph of (S, A) if S C S and A’ is the restriction of A to
edges whose vertices are in S'.

® Connected component: maximal connected subgraph

B Strongly connected component: maximal strongly connected
subgraph

B Weakly connected component: maximal weakly connected
subgraph

3
Strongly connected components
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—het i | Connected Components

Definition
(S, A') is a subgraph of (S, A) if S C S and A’ is the restriction of A to
edges whose vertices are in S'.

® Connected component: maximal connected subgraph

B Strongly connected component: maximal strongly connected
subgraph

B Weakly connected component: maximal weakly connected
subgraph

Weakly connected components
6
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—§it i | Vocabulary

Incident: an edge is said to be incident to a vertex if it it has this
vertex for endpoint

Degree (of a vertex): number of edges incident to a vertex, in an
undirected graph

Indegree (of a vertex): number of edges arriving to a vertex, in a
directed graph

Outdegree (of a vertex): number of edges leaving from a vertex, in a
directed graph

Cycle: Path whose start and end vertex is the same
Distance: Length of the shortest path between two vertices
Sparse: a graph (S, A) is sparse if |A| < |S[?
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ﬁ%i‘fﬁ‘l Bipartite graphs

Definition

A bipartite graph is an undirected graph (S, A) such that S= S; U S,
(with S; N S, = @), and no edge of A is incident to two vertices in S; or
two vertices in S».

7 July 2011

' :
7151 i
_ @ Licence de droits d’'usage (P S

=23 i |



ﬁ%i‘fﬁ‘l Bipartite graphs

Definition

A bipartite graph is an undirected graph (S, A) such that S= S; U S,
(with S; N S, = @), and no edge of A is incident to two vertices in S; or
two vertices in S».
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ﬁ%i‘fﬁ‘l Bipartite graphs

Definition
A bipartite graph is an undirected graph (S, A) such that S= S; U S,
(with S; N S, = @), and no edge of A is incident to two vertices in S; or

two vertices in S».
Paths of length 2 in a bipartite graph define two regular undirected
graphs.
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i 78 (10l Matrix Representation of a Graph

A graph G can be represented by its adjacency matrix M:

01 00O0O
010110
0O 00 OO0 1
100010
000 10O
0 00O0O0ODO

B Adjacency matrices of undirected graphs are symmetric.
m VT is the adjacency matrix obtained from G by reversing the
arrows.
m /" is the matrix of the graph of all paths of length nin G:"*"
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ﬁ%i‘fﬁ‘l Concrete Representation of Graphs

In programming, graphs are usually represented as:

B jts adjacency matrix (stored as a multidimensional array), for
non-sparse graphs

m the list of all edges incident to each node, for sparse graphs

DO~ WO =
—
(6]
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ﬁﬁm' Outline

The Web as a graph
Introduction
Computing the importance of a page
Spamdexing
Discovering communities
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il %2 outline

The Web as a graph
Introduction
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il 241100 The Web Graph

The World Wide Web seen as a (directed) graph:

Vertices: Web pages
Edges: hyperlinks

Same for other interlinked environments:
B dictionaries
B encyclopedias
B scientific publications
® social networks
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ﬁ%ml The shape of the Web graph

Tendui
-J'J Millien
J:adcs

N ouT

-
-J-J Hu’frm: Hewdes

-
A Millicn nexdes

~——_ Disconnected components
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-%ml Characteristics of Interest of a Graph
Sparsity. Is the graph sparse (|A| < |S[%)?
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ﬁ%ml Characteristics of Interest of a Graph

Sparsity. Is the graph sparse (|A| < |S[%)?
Yes, the World Wide Web is sparse
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ﬁﬁml Characteristics of Interest of a Graph

Sparsity. Is the graph sparse (|A| < |S[%)?
Yes, the World Wide Web is sparse

Typical distance. What is the mean distance between any pairs of
vertices?
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ﬁﬁml Characteristics of Interest of a Graph

Sparsity. Is the graph sparse (|A| < |S[%)?
Yes, the World Wide Web is sparse

Typical distance. What is the mean distance between any pairs of
vertices? Logarithmic typical distance
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-%i‘fﬁ‘l Characteristics of Interest of a Graph
Sparsity. Is the graph sparse (|A| < |S[%)?
Yes, the World Wide Web is sparse

Typical distance. What is the mean distance between any pairs of
vertices? Logarithmic typical distance

Local clustering. If ais connected to both b and c, is the probability
that b is connected to c¢ significantly greater than the
probability any two nodes are connected?
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ﬁ%i‘fﬁ‘l Characteristics of Interest of a Graph

Sparsity. Is the graph sparse (|A| < |S[%)?
Yes, the World Wide Web is sparse
Typical distance. What is the mean distance between any pairs of
vertices? Logarithmic typical distance

Local clustering. If ais connected to both b and c, is the probability
that b is connected to c¢ significantly greater than the
probability any two nodes are connected? Strong local
clustering
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-gmlcmracteristics of Interest of a Graph
Sparsity. Is the graph sparse (|A| < |S[%)?
Yes, the World Wide Web is sparse

Typical distance. What is the mean distance between any pairs of
vertices? Logarithmic typical distance

Local clustering. If ais connected to both b and c, is the probability
that b is connected to c¢ significantly greater than the
probability any two nodes are connected? Strong local
clustering

Degree distribution. What is the distribution of the degree of vertices?
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-gmlcmracteristics of Interest of a Graph
Sparsity. Is the graph sparse (|A| < |S[%)?
Yes, the World Wide Web is sparse
Typical distance. What is the mean distance between any pairs of
vertices? Logarithmic typical distance

Local clustering. If ais connected to both b and c, is the probability
that b is connected to c¢ significantly greater than the
probability any two nodes are connected? Strong local
clustering

Degree distribution. What is the distribution of the degree of vertices?
Power-law indegree and outdegree distribution
(2 <~ < 3) [Broder et al., 2000]

P
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ﬁﬁm' Outline

The Web as a graph

Computing the importance of a page
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_ ecaw P@d€Rank (Google’s Ranking [Brin and
i ZE T page, 1998))

ldea
Important pages are pages pointed to by important pages.

gj =0 ifthere is no link between page / and j;
gij = %’ otherwise, with n; the number of outgoing links of page /.

Definition (Tentative)
Probability that the surfer following the random walk in G has arrived
on page / at some distant given point in the future.

pr(i):< lim (GT)kv>i

k—+o00

where v is some initial column vector. B
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—het i | lllustrating PageRank Computation




—het i | lllustrating PageRank Computation
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—het i | lllustrating PageRank Computation
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—het i | lllustrating PageRank Computation
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ﬁﬁm‘l PageRank with Damping

May not always converge, or convergence may not be unique.
To fix this, the random surfer can at each step randomly jump to any
page of the Web with some probability d (1 — d: damping factor).

or(i) = (kﬂToo(“ — )G + dU)kv>

where U is the matrix with all 1N values with N the number of vertices.

I
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—§it i | Using PageRank to Score Query Results

® PageRank: global score, independent of the query
® Can be used to raise the weight of important pages:

weight(t, d) = tfidf(, d) x pr(d),

B This can be directly incorporated in the index.
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ﬁ%ml Iterative Computation of PageRank

1. Compute G (often stored as its adjacency list). Make sure lines
sumto 1.

2. Let u be the uniform vector of sum 1, v = u, w the zero vector.

3. While v is different enough from w:

= Setw=v.
= Setv=(1-d)G"v+au.

Run the first iteration of the PageRank computation.

Exercise
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_ ..=caw ANOther take on PageRank: OPIC [Abite-
i %5 T boul et al., 2003]

B Online Page Importance Computation

Allows computing PageRank without storing the Web graph

Remember for each page its cash and its history

Initially, each page has some initial cash

Each time a page is accessed, distribute uniformly its cash to

outgoing links

B PageRank is approximated as its cashflow: history divided by
number of visits

® Converge whatever the strategy for crawling the Web is (as soon
as each page is accessed repeatedly)

B Good strategy: crawl page with largest cash first
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X8 HITS (Kleinberg, [Kleinberg, 1999])

Idea

Two kinds of important pages: hubs and authorities. Hubs are pages
that point to good authorities, whereas authorities are pages that are
pointed to by good hubs.

G’ transition matrix (with 0 and 1 values) of a subgraph of the Web. We
use the following iterative process (starting with a and h vectors of
norm 1):

_ /T
{a I\G’ThH Gh
/
h:= ey G'a

Converges under some technical assumptions to authority and hub

scores.
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—§it i | Using HITS to Order Web Query Results

1. Retrieve the set D of Web pages matching a keyword query.

2. Retrieve the set D* of Web pages obtained from D by adding all
linked pages, as well as all pages linking to pages of D.

3. Build from D* the corresponding subgraph G’ of the Web graph.
4. Compute iteratively hubs and authority scores.
5. Sort documents from D by authority scores.

Less efficient than PageRank, because local scores.
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—§it i | Biasing PageRank: Green Measures

Equivalent definitions of Green measure centered at node i

B PageRank with source at i: standard PageRank computation
while, at each iteration, adding 1 to the measure of /, and
subtracting pr(j) to every node j.

B Time spent at a node knowing the initial node is i.
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— .»=xau llUstrating Green Measures [Ollivier and
—5:7 4 | Senellart, 2007]
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il %2 outline

The Web as a graph

Spamdexing
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—§it i | Spamdexing

Definition
Fraudulent techniques that are used by unscrupulous webmasters to
artificially raise the visibility of their website to users of search engines

Purpose: attracting visitors to websites to make profit.

Unceasing war between spamdexers and search engines

7 July 2011
TELECOM
© ParisTech
27/51 . =
2 \@ Licence de droits d’'usage =553 4 |



—§it i | Spamdexing: Lying about the Content

Technique
Put unrelated terms in:

B meta-information (<meta name="description">,
<meta name="keywords">)

® text content hidden to the user with JavaScript, CSS, or HTML
presentational elements

Countertechnique
B [gnore meta-information
B Try and detect invisible text
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ﬁ%ml Link Farm Attacks

Technique

Huge number of hosts on the Internet used for the sole purpose of ref-
erencing each other, without any content in themselves, to raise the
importance of a given website or set of websites.

Countertechnique
®m Detection of websites with empty or duplicate content
®m Use of heuristics to discover subgraphs that look like link farms
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i 28 T Link Pollution

Technique

Pollute user-editable websites (blogs, wikis) or exploit security bugs to
add artificial links to websites, in order to raise its importance.

Countertechnique
rel="nofollow" attribute to <a> links not validated by a page’s owner
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il %2 outline

The Web as a graph

Discovering communities
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—§it i | Discovery of communities

B |dentifying communities of Web pages using the graph structure:
can be used for clustering the Web, or for finding boundaries of
logical Web sites

B Two subproblems:

1. Given some initial vertex or vertex set, finding the corresponding
community
2. Given the graph as a whole, finding a partition in communities
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ﬁﬁm' Maximum Flow / Minimum Cut

/6 /2
/2
source /. sink
/1
/4 /3
/5
o
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ﬁ%ml Maximum Flow / Minimum Cut

3/6 2/2
1/2
source /‘ sink
1/1
4/4 0/3
4/5
o

® Use of a maximum flow computation algorithm [Goldberg and
Tarjan, 1988] to separate a seed of users from the remaining of
the graph

m Complexity O(n®m) (n: vertices, m: edges) 7 duly 2011
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ﬁﬁm‘l Maximum Flow / Minimum Cut

3/6 2/2
12
source /. sink
1/1
4/4 0/3
4/5
®

® Use of a maximum flow computation algorithm [Goldberg and
Tarjan, 1988] to separate a seed of users from the remaining of
the graph

m Complexity O(n®m) (n: vertices, m: edges) 7 duly 2011
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S Markov Cluster Algorithm (MCL) [van Don-
—5:7 4 | gen, 2000]

B Graph clustering algorithm

B Based as well on maximum flow simulation, in the whole graph
B |teration of a matrix computation alternating:
= Expansion (matrix multiplication, corresponding to flow
propagation)
= Inflation (non-linear operation to increase heterogeneity)
m Complexity: O(n®) for an exact computation, O(n) for an
approximate one
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S Markov Cluster Algorithm (MCL) [van Don-
—5:7 4 | gen, 2000]

B Graph clustering algorithm
B Based as well on maximum flow simulation, in the whole graph
B |teration of a matrix computation alternating:
= Expansion (matrix multiplication, corresponding to flow
propagation)
= Inflation (non-linear operation to increase heterogeneity)
m Complexity: O(n®) for an exact computation, O(n) for an
approximate one
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— .z =au D€l€tiON Of the edges with the highest be-
K20 twenness [Newman and Girvan, 2004]

B Top-down graph clustering algorithm

B Betwenness of an edge: number of minimal paths between two
arbitrary vertices going through this edge

B General principle:

1. Compute the betweenness of each edge in the graph
2. Remove the edge with the highest betweenness
3. Redo the whole process, betweenness computation included

m Complexity: O(n®) for a sparse graph

[Newman and Girvan, 2004]
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ﬁﬁml Outline

Social Networking Sites

Typology
Social Network Graphs

Algorithms on social networks
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ﬁgmlGraph Mining on Other Graphs

B Graph mining tools used for the Web: also applicable to a variety
of different graphs:
= dictionary
= encyclopedia
citation graph

B Among these: social networking Web sites

B Attention: on undirected graphs, PageRank is proportional to
degree! Not very useful.
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il %2 outline

Social Networking Sites
Typology
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A0l Most popular social networks
Social networking sites the most popular in the world and in France (Web site
rank with the most traffic, according to Alexa)
World  France

SkyRock 51 3
YouTube 3 4
MySpace 17 7
Facebook 5 8
Dailymotion 61 11
EBay 18 12
Wikipedia 8 13
Meetic 565 27
ImageShack 47 53
hi5 15 59
Megavideo 133 80
Adult Friendfinder 55 82
Wat.tv 1568 88
Flickr 33 94
Orkut 19 >100
V Kontakte 28 ____>100

(@] Liones Friendister 39 >100 CEIG



—§it i | Typology of social networking sites

® Content-oriented

Cataloging (Books, Music, Links, Movies, Publications, Games)
Sharing (Images, Videos)

Edition

Sales

Discussion

m User-oriented

= Pure social networks (Personal, Professional, Mixed)
= Blogs
= Dating
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il %2 outline

Social Networking Sites

Social Network Graphs
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ﬁgmlGraphs of Social Networks

® Natural model: social network = graph
B Entities = nodes, Relations = edges

® Depending on the specific case:

= mostly undirected graphs
= bipartite, n-partite
= annotated edges, weighted edges
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ﬁﬁml Undirected graph

Adapted for pure social networking sites with symmetrical relations
(e.g., LinkedlIn)
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—het i | Multipartite graph
Adapted to most social networks for sharing content, with annotations,
users, content, etc. (e.g., Flickr)

france chateau

X
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—§it i | Six degrees of separation

B |dea that any two persons on Earth are separated by a chain of six
persons such that any two successive links know each other

B Demonstrated by an experiment by Stanley Milgram [Travers and
Milgram, 1969] (package to transmit to an unknown person, using
acquaintances)

B Popularized in numerous media

B Number 6 is not too be taken too seriously! But main idea
validated in more recent experiments

B |n other fields:

= Erdés number for scientific publications
= Kevin Bacon for Hollywood movies

Common Characteristics of (most) social networks !
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ﬁgmlcmracteristics of Social Networking Sites

Four important characteristics [Newman et al., 2006]:

Sparse graphs: much more edges than a complete graph

Small typical distance: shortest path between two nodes logarithmic
with respect to the size of the graph

High clustering: if ais connected to b and b to ¢, then b has good
probability of being linked to ¢

Power-law degree distribution: the number of nodes with degree k of
the order of k=7 (y constant)
P

k
More on this in Athens course on Collective Intelligence (TP,
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Social Networking Sites

Algorithms on social networks
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e Information retrieval with social score
—5:7 4 | [Schenkel et al., 2008]

B Context: Multipartite graph, e.g., Flickr

B Purpose: bias results with one’s social network

B Social weighting:

= Given a friendship relation F(u, u’) (explicit or implicit) between two
users, an extended friendship relation can be computed

k—1
~ «
Fluu)=—+(1-a max F(u;, u
( ) |U| ( )cheminu:ufj...uk:u’ill (I I+1)

(0 < a < 1 constant; |U|: number of users)
= |nstead of a global weighting

ti-idf(t, d) = ti(t, d) x idf(t, d)

we choose a social weighting dependent of u:

th-idf, (¢, d) = (Z Flu, ') - o (t, d)> X idf(t, d) .,
weu s
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Top-k with social score [Benedikt et al.,

T 2005

B Possible to adapt Fagin’s trheshold algorithm. . .

B ... butimpossible to precompute the scores tf-idf,(t, d) for each
user

B To avoid too much computation time:

1. Cluster the graph of users into strongly similar components

2. Use the scores inside these components as estimates of the
threshold in Fagin’s algorithm

3. = gives approximate results, but good quality
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Conclusion
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ﬁ%ml Conclusion

What you should remember
B The Web seen as a graph
B PageRank, and its iterative computation
B Graph mining techniques applicable to a wide range of graphs

B Social networks share important common characteristics with the
Web graph

To go further

B A good textbook [Chakrabarti, 2003]
B Two accessible influential research papers:

= On HITS [Kleinberg, 1999]
= On PageRank [Brin and Page, 1998]
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