The Deep Web

Definition (Deep Web, Hidden Web)
All the content of the Web that is not directly
accessible through hyperlinks. In particular:

HTML forms, Web services.
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Sources of the Deep Web

Examples

* Yellow Pages and other directories;
* Library catalogs;

* Publication databases;

* Weather services;

* Geolocalization services;

* US Census Bureau data;

* etc.



Discovering Knowledge from the
Deep Web

* Content of the deep Web hidden to classical
Web search engines (they just follow links)

* But very valuable and high quality!

* Even services allowing access through the
surface Web (e.g., e-commerce) have more
semantics when accessed from the deep Web

* How to benefit from this information?

* How to do it automatically, in an unsupervised
way?
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Notes on the Extensional Approach

* Main issues:

- Discovering services
~ Choosing appropriate data to submit forms

- Use of data found in result pages to bootstrap the
siphoning process

- Ensure good coverage of the database

* Approach favored by Google [MHC+06], used
iIn production

* Not always feasible (huge load on Web
servers)



Intensional Approach
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a Web service
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Notes on the Intensional Approach

* More ambitious [CHZ05, SMM+08]
* Main issues:

~ Discovering services

- Understanding the structure and semantics of a
form

~ Understanding the structure and semantics of result
pages (wrapper induction)

~ Semantic analysis of the service as a whole
* No significant load imposed on Web servers



Discovering deep Web forms

* Crawling the Web and selecting forms
* But not all forms!

~ Hotel reservation
~ Mailing list management
- Search within a Web site

* Heuristics: prefer GET to POST, no password,
no credit card number, more than one field, etc.

* Given domain of interest: use focused crawling
to restrict to this domain



Web forms

Authors

Title Year Page

Conference D
journal Volume Number
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* Simplest case: associate each form field with
some domain concept

* Assumption: fields independent from each
other (not always true!), can be queried with
words that are part of a domain instance



Structural analysis of a form (1/2)

® Build a context for each field:

* label tag;
* id and name attributes;
* text immediately before the field.

* Remove stop words, stem

* Match this context with concept names or
concept ontology

* Obtain in this way candidate annotations



Structural analysis of a form (2/2)

For each field annotated with concept c:

® Probe the field with nonsense word to get an
error page

® Probe the field with instances of concept ¢

® Compare pages obtained by probing with the
error page (e.g., clustering along the DOM tree
structure of the pages), to distinguish error
pages and result pages

® Confirm the annotation if enough result pages
are obtained



Bootstrapping the siphoning

* Siphoning (or probing) a deep Web database
requires many relevant data to submit the form
with

* Idea: use most frequent words in the content of
the result pages

* Allows bootstrapping the siphoning with just a
few words!



Inducing wrappers from result pages

Pages resulting from a given form submission:
* share the same structure

* set of records with fields

* unknown presentation!
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Information extraction systems
[CKGSO06]
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Unsupervised Wrapper Induction

* Use the (repetitive) structure of the result pages
to infer a wrapper for all pages of this type

* Possibly: use in parallel with annotation by
recognized concept instances to learn with both
the structure and the content



Some perspectives

* Dealing with complex forms (fields allowing
Boolean operators, dependencies between
fields, etc.)

* Static analysis of JavaScript code to determine
which fields of a form are required, etc.

* A lot of this is also applicable to Web 2.0/AJAX
applications
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